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1. EXECUTIVE SUMMARY

This report, together with it's accompanying delalde 5.3, brings together the validation results
obtained in the first project phase of MobiThineTiesults addressed are obtained through lab, triels
validation work the “real” hardware is used in blinlg the different Proof-of-Concept demonstrations.
The results presented related to the characteyizati existing thin client protocols (analyzing ithe
shortcomings), to the MPEG based image transmisaighuser interaction, to porting the thin client
viewer to a mobile platform and to assessing tvil@idint adaptivity mechanisms.

The characterization of existing thin client praitscreveals important shortcomings, especially when
multimedia applications are used (e.g. browsing waed with viewing multimedia content). Issues
both relating to client CPU load (upto 41%), bardii(up to 80 Mbps for full screen MPEG4 viewing)
as well as interactivity are reported.

An MPEG BiFS based image transmission subsystem has beenerkatiampatible with a MPEG
client viewer. Important savings in bandwidth uségpically a factor of 5) have been observed, sthil
keeping the quality level and offering interactviEfforts are underway to standardize this apgraac
the MPEG community.

The project also succeeded in porting a thin clieeiver to a mobile phone, hence showing that thin
client viewers are a workable option for remotetgessing application through a resolution limited
device. Conclusions regarding usability were draf@ointing devices, resolution, selecting user
sessions and establishing a session with the sgrver

Two different approaches were presented and ewsluatthis report:

1. The hybrid streaming protocol, switching dynamigdletween H.264 streaming and a pixel-based
format, depending on the content shown. The prét@domatically chooses the optimal
transmission mode, based on the content chardateri§he adaptivity succeeds in realizing the
optimal operation of the individual modes, resujtim lower client side CPU consumption and
bandwidth usage.

2. The scheduled update approach allows the clientsanger to agree on an optimal display update
frequency, adapting this frequency to the curreettwork conditions. It was shown that the
bandwidth used by the protocol can be very welltradled by judicioiusly tuning this update
frequency.

The lab trials reported here have been construotegcordance with the architectural documents and
PoC design documents. The results obtained alloeotelude that the approach taken on each sub-
domain addressed is justified, and hence realitivegg PoC’s is an important step in building the
MobiThin E2E system.

! BiFS stands for Binnary Format for Scenes, stdriised as the part 11 of the MPEG-4 standard (EBO/
JTC1/SC29/WG11 14496-11); it allows heterogeneoukimedia content (graphics, video, audion, teg, 3.) to be
represent into a unique scene.
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2. INTRODUCTION

2.1 PROJECT CONTEXT
Common text for D5.3 and D5.4

The MobiThin project is organized in two phasefwehg an incremental approach to realize its figahls.
The deliverables D5.3 and D5.4 conclude the fitshge, and the work reported is essential to efiyti
prioritize and plan the activities of the secondjgct phase.

Work package 5 of the MobiThin project is to desidavelop and evaluate proof-of-concept demonggato
order to validate the approach taken in the profed. on the architectural or algorithmic leveifter the
design (D5.1, M6) of these PoC's, tool developm@m.2), several PoC’s were indeed realized, based o
various components realized in WP3 and WP4 (FigTh¢ findings of the validation work are reporied5.3
and D5.4 and, in addition to show-casing and diss&tion, results will mainly be used to guide amkftune
the activities of the second project phase. Whie3docuses on emulation demonstrators (part ohérdware

is emulated in software), D5.4 reports on lab-4r{aising the intended hardware for the project).

Capturing £3ign

- T ]
WpP2 Requirments  _ |Anch rtety REVIEW REVIEW REVIEW REVIEW ‘

b 3

WP3 ‘ 1 ‘ x X x X ‘

v 4 * * * *
WPS POC Simu lator System Simulation Integrﬁtiur*PO C System Simulation Walidation
Design _ Developm Testing Design Integration Testin
Simulation PO Cvalidation

Framewark Finalized
Awailable

Phase | Phase I

Fig. 1. High-level MobiThin project structure.

2.2RELATION WITH D5.1AND D5.3

Common text for D5.3 and D5.4

The following demonstrators were defined in D5.1:

1. Wireless medium optimization (estimate the energy @nsumption of the wireless components )

2. Image transmission based on MPEG (BIFS & LASeR)t@ut representations (investigate how thin
client systems can benefit from using an MPEG (LRIBIFS) standard multimedia player for graphic
primitive transmission)

3. Demonstration: “We have a problem...” (demonstratd thithout optimization, the currently available
thin client protocol have important weaknesses)

4.Mobile Device Integration of a thin client (demas$é a running thin client application on a mobile
terminal with 3G or Wifi.)

5.Protocol Adaptivity (prove that adaptive protocase necessary to cope with the changes in the

environment and that this leads to better QoE #imdent bandwidth usage and/or CPU loads.)
“Networks of the Future”
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6.User Management (show the ability of the Servicendigement Framework (SMF) o manage user
configuration and user session management)

7.Session Migration (demonstrate the ability to awtboally move a “persistent server side sessiomfro
one thin client server to another with minor impaictthe user’s QoE.)

8.Remote Devices/peripherals (demonstrate the ugergiherals connected on the thin client by tha thi
client server)

It the course of the project, it became apparest tine design and development of the Service Manage
Framework required more resources than anticipatedl therefore the PoC 8 (Remote devices/peripd)enals
shifted to phase Il of the project.

All other PoC’s have been successfully realized, ame reported on in D5.3 and 5.4. While 5.3 cotreégs on
emulation oriented PoC (where at least one comparfedhe PoC is emulated —i.e. does not run oratieally
intended hardware, but uses an emulation therstéad-), D5.4 reports on lab-trials (using the IFfreardware
for the set-up). The mapping of the PoC'’s defimed5.1 and the reporting is further clarified inblea1.

PoC number Title Report (section)

1 Wireless medium optimization D5.3 (4.1)

2 Image transmission based on MPEG D5.4 (4.2)

3 “We have a problem...” D5.4 (4.1)

4 Mobile Device Integration of a Thin ClientD5.4 (4.3)

5 Protocol Adaptivity D5.4 (4.4 and 4.5)

6 User Management D5.3 (4.3)

7 Session Migration D5.3 (4.2)

8 Remote Devices/peripherals Shifted to Phase I

Table 1. Mapping of D5.1 PoC's to reporting in D5.81.

3. SCOPE QF THE DELIVERABLE

As outlined above, this deliverable focuses on g lab-trial results obtained on the PoC'’s. Tenkb trials
include:
1. “We have a problem” (demo carried out using WiRkJiusing thin client hardware) (see section 4.1 —
also presented as demo at the first NEM-summitdamithg the first review meeting)
2. MPEG-based image transmission (see section 4.2)
3. Mobile device integration of a thin client (Integom of a thin client protocol on a Mobile Phone
“Ocean”) (demo also shown during the first revieweating) (see section 4.3)
4. Protocol adaptivity (adaptation demonstrated omuacthin client hardware) (two mechanisms are
presented, see sections 4.4 and 4.5)

Each PoC report (detailed in section 4 of this doent) has the same base structure: (i) a recaphen t
hardware/software architecture, (i) presentatibthe hardware set-up, (iii) presentation of ob¢gimesults and
interpretation, (iv) conclusions (where appropriféedback to the requirements outlined in D2 diven).
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4. EXPERIMENTAL REPORTSON LAB TRIAL

4.1 "W E HAVE A PROBLEM ”

4.1.1 Software/hardware architecture

As illustrated in Figure 1, a classic thin clienbtocol transfers user data and screen updatessbptihe
MobiThin Client and the MobiThin Server. In thisseaan existing thin client and server are used.

Service Management Framework

. a Application
Classic Network Control Classic Data Storage B -
Pt L ) Delivery
n n Service Service
Client Server -
[ Ly

Figure 1 — We have a problem: components involved

In these lab trials we show that there is a probhath currently available technology, but the réswlill be
used for other lab trials as reference.

4.1.2 Lab trial set-up (hardware description — charastes)

Figure 2 shows the components and devices invdbweplerforming lab trials on “we have a problem’s 8aid,
the protocol operates between the Thin Client &edrhin Client Server. On the Thin Client machiaelassic
Thin Client viewer software must be installed. Fsting purposes, components are to be presengehatate
events in order to have controlled tests. The skagie is applied to the Thin Client Server, whehe Thin
Client server counterpart software is installengl with the necessary software components to pertbe
tests. Between the Thin Client Server and Thinr€l&eNetwork Impairment node is responsible fortuling

e.g. the amount of packet loss or delay incurrethbynetwork.

Fomm T T T ! Classic VNC server

| real-time measurement :

I & presentation I

Classic VNC viewer _,;r ;r T T\: ‘\_\_ Mediaplayer
DL \ Ny
Ve 4 \ \
PU load <7 k A
Ay
CPU lod v / Y S Office applications
generator L ’ \ 5
- /" \ N
¥ \ \
’e / \ A
rd H \ RS
X
}4‘ \ \.
: :
- -
; . Network impairment : i
User Thin Client P Thin Client Server

(Click router or Wireless simulator)

Figure 2 — We have a problem: lab trial hardware seup

The details of the exact hardware the tests wer@npeed on, are given together with the result$hie next
section, because not all tests were executed csathe equipment.
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4.1.3 Results and interpretation

4.1.3.1Visual aspects

A first problem that has been identified with fidéferent existing thin client protocols, is thdteyy do not
handle dynamic content well. The update frequescioo low, so for instance watching a video ovehia
client protocol results in viewing a slideshow aflao frames. The big impact factors in this case the
bandwidth and the network delay between clientserder.

Other results seen in the lab trials are that whenconnection is lost, the image freezes whidhmaignful for
interactive applications. When the connection ies&@blished, the session continues.

4.1.3.2Comparison between existing thin client protocols

Below, we present a summary of the more detailgebiéments included in Appendix 1 of this documenhe
protocols that were tested are:

e Citrix ICA

* Sun Ray

* RDP

* VNC
o Standard
0 Hextile
o Tight

* FreeNX
o Over LAN
o Over ADSL

Measurements have been performed for differentases:

* Typing scenario: simple office work has been dohyping a letter in a text editing program (Open
Office Writer / Microsoft Word), inserting a figuiato the text.

» Browsing scenario: doing an internet search, wigithe website of a local newspaper and reading a
couple of articles on it. Reading an email. Thessihat were viewed are of a static kind: onceddad
the content does not change much of its own (dfart some banners)

* Video scenario (Mpeg4Fullscreen): a video is watchsing a media player. In this scenario the cdnten
of the screen is highly dynamic: big changes ogeuy frequently.
4.1.3.2.Comparison summary

In this section we present a number of graphs ttipa the different existing protocols with respéx each
other.

Bandwidth usage of thin client protocols in different scenarios

90,00

80,00

70,00

60,00 m CITRIX

W SUN RAY
50,00

= VVNCHEXTILE

W FREENX ADSL
40,00

W FREENX LAN
RDP
VNCSTANDARD

Bandwidth usage (Mbps)

30,00

VNCTIGHT
20,00

10,00

0.00 -J

Browsing Typing MpegdFullscreen

Figure 3 — comparison of bandwidth usage of existgnthin client protocols

“Networks of the Future”
FP7 — ICT — GA 216946 -8- 7

2007 - 2013



MobiThin — D5.4 — Phase | Experimental validatiohab trials Date: 30/06/2009

Figure 3 shows the bandwidth that each tested ¢hént protocol consumes. In the typing scenarib, a
protocols perform about equally well, because ef limited amount of updates that are to be sent the
network. Overall, we see that FreeNX over ADSLhs most bandwidth friendly. An important comment on
this, however, is that the visual quality was tloenest of all, due to the limited bandwidth thatsveevailable.
The updates were transported that slow that penfigrtiie scenarios was quite hard. In the video aenve
can see that Citrix greatly outperforms the othetqzols. In this case another explanation is fouithix is
able to forward the video directly to the clienthieh is far more bandwidth efficient (the Speed®ore
Multimedia Extensions were enabled).

CPU load caused by different thin client protocols

80

70

W CITRIX
50

mSUN RAY

a0 . mVNCHEXTILE

M FREENXADSL

30 u P
= FREENXLAN

20 = = RDP

CPU load (% CPU of reference machine)

VNCSTANDARD
10

VNCTIGHT

client server client server client server

Browsing Typing Mpegdfullscreen

Figure 4 — comparison of CPU load incurred from e»sting thin client protocols

Figure 4 shows the CPU load incurred by the te#tedclient protocols. For Sun Ray, the client Ciidd
measurements are missing because this protocategarith a dedicated thin client device that @sed, so no
measurements could be performed. For RDP a sigilarment applies, at the time of these measuremants
were not able to measure the CPU load on the sdfeerCitrix, the video scenario incurs no CPU |aawthe
server because, as said before, the video wadgugarded to the client for decoding. When lookigthe
client CPU load, it appears that the optimal solutdepends on the scenario. For instance, for limgws
FreeNX over ADSL is the most client-CPU-load-frigngrotocol, for more dynamic use cases like thaewi
scenario standard VNC is better. For scalabilisake, server CPU load is not completely neglectaind in
this perspective Citrix is the better option insdenarios.

The remark holds again here: these graphs do netdmay relation to visual quality.

Memeory footprint of different thin client protocols

| CITRIX
= SUN RAY

mVNCHEXT LE

W -REENXADSL

Memory footprint (MB)

M FREENXLAN
IDP
VNCSTANDARD
VNCTIGHT

client server

client server client

Browsing Typing Mpegdfullscreen

Figure 5 — comparison of memory footprint inherentto existing thin client protocols

Figure 5 compares the memory footprint of the prol® under test. For the Sun Ray client side, farimation
was available because of the closed nature ofélcated device. For RDP the same comment as dimids:
we were at the time not able to obtain server $ipavietrics. Citrix appears to require a lot of nwgnfrom the
client device, possibly because of the video catlat is running used. For the client side, CitRDP and

“Networks of the Future”
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FreeNX ADSL seem to be memory-unfriendly, the athbiave about equal characteristics. If memory
constraints would appear to be the biggest impaatof in a (probably rare) practical scenario, Ndéavould
be the first solution to remove from the list ofidacandidates.

4.1.4 Conclusions — requirements met

Important shortcomings of existing thin client madls (relating to bandwidth consumption and cli€@RU
load) have been found. A demo on these shortconf{esgsecially in contrast to an optimized systenmgis
hybrid transmission system, as detailed in sectidnof this document), has been given at the 2@@e of
the NEM Summit (as well as during the frist revimgeting of the project).

For these lab trials, no specific MobiThin implertaions have been done to meet requirements.

4.2 MPEG BASED IMAGE TRANSMISSION

4.2.1 Software/hardware architecture

Under the MobiThin framework, the image transmissi®the core issue in designing the appropriateote
display representation able to properly manageisee feedback (user generated events).

The place of the remote display components in thilVhin architecture is represented in Fig. 6.

User Session D A
[ Application ]| Application ]

) } Content Manager
Self Logistics | SLM._AppListener/’
Management &-»{ Application Listener ] [ Scene state\‘

(MTS_SLM@US) \_ Manager

\\; 7//' - .

SLM_ContentConverto (/m
‘nt?\rfﬂce Content Convertor L conve rtor/,J
(TCSC_E2ELOGISTICS
Session Manager ) i
{MTS_SDM, ‘ TCSCCX ‘ ‘ TCscey ‘ TCSCCUSEREVENT

{MTS_DSS’: u'\ MTS_MON | - -

A @ \

 MTS_AIS | MTS_ADM . MTS_NET

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, ) X v
{ TCSC_E2EAUTHZ |

Fig. 6: The remote display as a MobiThin architecturecomponent.

In order to achieve the remote display functioredifor conventional wired thin client environmergsveral
sound technical solutions imposed themselves omakket, like Virtual Network Computing (VNC, [2]),
Citrix’ Independent Computing Architecture [3] oridvbsoft's Remote Desktop (RDP, [4]). However, t.db
improvements are still expected for mobile wirelds® clients. First, the network constraints aae more
restrictive, both in terms of bandwidth and reliigpi Secondly, the mobile terminal is significantless
complex in terms of both hardware (computing poweaphical facilities, and power autonomy) and\safe
resources. The MobiThin consortium approachesisisise by considering for the first time MPEG-4 lghse
solutions (BiFS [5, 6] and LASeR [7]).

The firsta priori reasons for this choice are given by their cajighib represent in a uniform and heavily
compressed way multimedia content, thus alleviativey bandwidth constraints. Moreover, the possybibif
installing a low complex player on virtually eaclolile thin client terminal strengthens our choioethis
respect.

However, several questions are open and cannaidveeaed without a proper experimental framework:

“Networks of the Future”
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» Can the MPEG scene oriented representations offgwa quality for the displayed cont@ritiote that
each and every time a conversion from a contenedagpresentation to a light scene based
representation is performed, the content loosepiality. Our experiments should bring into evidence
whether this quality impairment is acceptable foe tpplications envisaged by MobiThin (graphics,
www browsing, video...).

* Are the MPEG compression schemes generic enougbrtounder the frameworks for which they were
not initially designe@ Note that although no doubts refer to the powethe MPEG video/audio
encoding formats which can be linked to a BiFS/LRS®ene, suspicions arise about the effectiveness
of the same algorithms applied to content to bplaygd on a light terminal in the MobiThin scenario

* Is the interactivity mechanism supported by the KBPEpresentations generic and quick enough to
meet the MobiThin interactivity requirements

Note that while the first two questions are in limiéh the Chapter 7.2.1 in deliverable D.5.1, thst lone is new
and emerged from the results obtained in the Rshdnths. All these questions will be successiegigwered
in the following sub-sections.

4.2.2 Lab trial set-up (hardware description — charastes)
The logical experimental framework is schematicedigresented in Fig. 7:
On the server side:

0 a Parser (the Application Listener in Fig. 6), deped in MobiThin, will intercept the
graphical content generated by the XClient;

o0 a Converter (developed in MobiThin) will translétento the MPEG-4 format;
0 the GPAC Framework [8] is to encode into an MPEfahat;

o0 the MPEG content will be streamed by a Live 55%&atrer as a part of MTS-NET
channel;

o0 an Event handling block (developed in MobiThin)entepts the user interaction
information, captured from the ThinClient.

On the Terminal side, a player will display the teorh and will intercept the user interaction:
0 as adisplay, Osmo4 player (part of the GPAC fraorkjis used;
o the user interaction is intercepted at sent throtigh back channel as AJAX http

requests.
/ SERVER \
XClient XServer Event
X Protoco handling AJAX httpReque:
( Thin Client )
AJAX httpRespons
: MPEG
A Parser BiFS BiFS enabled Player
Converter Live555 RTSF

\
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From the hardware point of view, a desktop PC (Du&ore 2.8GHz, 2MB of RAM, nVIDIA graphic card)
was used. On this system, two virtual machinesramning. The first one is Windows XP installed and
represents the ThinClient while the second oneliax X Server installation (without GNOM - thegphical
user interface) and represents the XClient.

The software components presented in Fig. 7 ageleetoelow.

The X parser

This application parses the X protocol betweenXhelient and X Server (both running on the senide)ksin
order to extract the graphical primitives to bedemred. Both X Server and X Client are unaware isf plarser.
By opening a socket to which the X applicationasmected, the parser intercepts the X11 traffidopes the
parsing and passes the information to the BIFS exex

The BIiFS converter & encoder

Every single X11 request intercepted by the paisenapped to a function which converts it into BIES
representations. The list of X11 graphical requesbe converted in the first Phase was imposedhey t
applications selected for the demo (i.e. all thepbical requests generated by the XClock, “Hellgla@Vcand
gedit were considered); some examples:

CreateGC, PolyFillRectangle, PolyRectangle, Polysay, FillPoly, PolyLine, CopyArea, PolyText8,
CreateWindow, ConfigureWindow, Putlmage, CreateRpyatc...

The binary encoding is done by using the BiFS eacpdovided by the GPAC.

The MPEG player

Under the project framework, the GPAC player, ag o GPAC multimedia solution packet, has been
considered. It is supported on Windows platformsni®o4/Osmophone on PocketPC) and all platforms with
GCC, SDL 1.2 (and wxWidgets 2.5.2 for Osmo4).

The GPAC player supports rendering of 2D grapharsnéts like SVG, LASER or BIFS and 3D graphics
formats like VRML or X3D. The latest version of GBAs version 0.4.5 where a lot of improvementsraagle,
such as integrated 2D/3D renderer with supportnioted 2D/3D drawing (documents mixing BIFS, SVG,
VRML/X3D).

The Event handler block

Most nodes in an MPEG scene generate events upeivirgg events emitted by other nodes (Interpoator
Background2D, all nodes with fields of type expdSettl). However, some nodes generate events without
receiving events from other nodeouchSensomDiscSensarPlaneSensor2nputSensqgrProximitySensor2D
Some Scripts are to be developed by the user iaerdadensure event handlinge( to associate server-side
commands to the user event captured in the BiF8e$cén this respect, ECMAScript (the root standafd
JavaScript) should be considered. Traditionallyemwhsing JavaScript coding, for getting any infararafrom

the server or for sending any information to thevese an HTML form has to be made to GET or POSiada
Consequently, the client is supposed to call a SUBMocedure to send/get the information, to wait the
server answer, and then to have the results loatied new scene. As the server returns a new safetime

a user input is detected, it can run slowly thusob@ing less manageable. AJAX may be considered as a
solution to this problem. It allows the JavaSctiptommunicate directly with the server, through JavaScript
XMLHttpRequest object [7, 9]. In such a case, with an HTTP reguesiser can make a request to, and get a
response from a web server, and all the operatitbivevexecuted in the background.

In the current implementation, the user events cagured by the MEPG sensors which call appropriate
ECMAScript functions (user defined). In order tmdéhis information to the server through the uplthannel,

the AJAX http Requests are made. At the server, SiddEvent handlindistens to these requests and interprets
them. Then, according to the MobiThin choice, tWieraatives are possible. On the one hand, Blient
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handlingmay convert the AJAX http requests and post treethe XServer for further processing. The XServer
would then ensure the XServer event managementyould update the scene and would send back, throug
the down link, the graphical information for thedaped scene. On the other hand, the scene updatefen
sent back to the player directly as AJAX http Reses. Up to this moment, the Event handler prosesslky
the AJAX http Requests corresponding to the Bile8chSensor

The BiFS enabled Live555

LIVES55 Streaming Media [10] represents source-cbidearies for standards-based RTP/RTCP/RTSP/SIP
multimedia streaming. These libraries can be cagdpibr Unix (including Linux and Mac OS X), Windows
and QNX (and other POSIX-compliant systems). Thealies can also be used to stream, receive, aue$s
MPEG, H.263+ or JPEG video, and several audio cdEgey can easily be extended to support additiona
(audio and/or video) codecs, and can also be uséditd basic RTSP or SIP clients and servers. Thiaxe
already been used to add streaming support toirexistedia player applications, such as "Osmo4" (GPA
player), "VLC" and "MPlayer".

The experimental BiFS enabled Live 555 streametkbi® built as an independent application. It in&gs the
streaming support from the LIVE555 Streaming Mealia the BiFS graphical content manager provided by
GPAC. The input of the streamer is BiIFS MPEG-4 eohtvhile its output is sent to the thin clientaingh an
RTSP port. Up to this moment, the streamer straben8iFS MPEG-4 files.

4.2.3 Results and interpretation
The experimental results are here structured acgptd the three questions stated in Section 4.2.1:

1) Can the MPEG scene oriented representationscaffayood quality for the displayed content

In order to check whether the MPEG remote disptaphle to keep a good level of quality for the snd
content, three types of applications have beeniderexd up to this moment:

» static scenes composed by basic text and grapbitert, Fig. 8.a;
» static scenes combining graphics and images, asaed by the gedit text editor, Fig. 9.a;
» animated graphics scenes as generated by the X@ieKLO.a.

It can be considered that each time the graphmateat has been converted without loosing in vispuedlity,
Figs. 8.b, 9.b, and 10.b.

Osmod - RectX11

File WYiew Play 7
- | n>m @ o
Addess [T Users\viea o1 1toBIF SConver>XMLIGBIFS Convert\RectsT 1 mpd

(@) (b)

Fig. 8 Conversion of a “Hello world” scene
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Osmod - besktxXML

File  Miew Play 7

(@) (b)

Fig. 9 Conversion of the content generated by theeslit

i Osmod - xclock®11

File: Wiews Play *

@) (b)

Fig. 10 Conversion of the content generated by thé€Clock

2) Are the MPEG compression schemes generic enougirk under the frameworks for which they were no
initially designe®

In this respect, the experiments focused on theuatnaf data required in order to represent animgtaghics
(the XClock), see Tables 2 and 3.

The table below illustrates the amount of bits ssaey to represent the XClock in BiFS, as a functibtime
(the number of minutes for which the clock was ingh The data represent accumulated BiFS graphies
certain periods of time, necessary for represeritiag<Clock. It can be noticed that the largest am@f data
per time unit corresponds to the initializatiom @ min), the rest of the behavior being quite alok.

Table 2: The data size required for the BiFS graphidacontent representation.

Time [min] 0 1 2 3 4 5 10
Data size
[KB] 6.9 26 45 69 90 111 325

We emphasize that the values in Table 1 corresgontfaw data”,i.e. data containing no packetizing
information. Table 3 presents a comparison betvikertraffic generated by the same XClock applicaim
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two cases: (1) when the XLib information is firethwerted into an MPEG content and then streame tvé
BiFS enabled Live555 streamer and (2) when conisigehe “classical” framework,e. the Xlib content sent
through the VNC protocol. It can be noticed tha MPEG-based representations proved themselves 6p t
times lighter then the corresponding VNC solutidtiie value of 6 was obtained by averaging the &gtin
Table 3). However, the ration between the MPEGthedVNC traffic sizes is time dependent: for shatiods
of streaming (2-3 minutes), the MPEG is 50 to b@e8 lighter then the VNC while for very long peso@.g.
10 minutes) an average value of about 3.5 was folwd main reasons may explain this behavior. Filst
BiFS compression seems more efficient then the \G4€. Secondly, the BiFS scene initialization is Imuc
lighter then the VNC one. This can be also seennwgteeaming static scenes combining text and geaphi
Fig 11: this time, the traffic generated by BiFSHKB) was about 100 times lower than the traffiogmted by
VNC (492KB).

Table 3: BiFSvs VNC traffic.

Time [min] 0 1 2 3 4 5 10
BiFS [KB] 10 55 98 175 228 245 500
VNC [KB] 594 835 878 1100 1200 1290 1860

Osmo4 - BifsBasic

Flle Wiew Play 7

a4 - n>m o ni

/157,159,160, 185:8554/BifsB asic. mpd

(a) (b)

Fig. 11 Text and image content conversion for compssion evaluation (original in left and converted irright).

3) Is the interactivity mechanism supported byNHREG representations generic and quick enough lesall
the MobiThin issués

The event handling mechanism is illustrated in ERja, “open the chocolate” is a text witifauchSensor
attached to it. When clicking this text, a spechitAX http Request is made. This request is inttgat by the
Event handlingand finally the scene is updated (the chocolatepisned) after receiving the corresponding
AJAX http Response, Fig. 12.b. The latency of #sponse depends on the experimental setup (andlyroain
the network) but it was always lower than 1ms.
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Osmo4. - BifsBasic Osmo4 - BifsBasic

File ‘iew Play 7 File Wiew Play ?
A | 4 - » o P B S B Er
Address 1[t$|:l:.-".-"1 57.159.160.229:8554/ ImageClick.mp4 Address lflSDZ-"'f"'l 57.153.160. 2238554/ ImageClick. mp4

lopen the chocolate |

lopen the chocolate |

(a) (b)
Fig. 12 The “Click” handling

4.2.4 Conclusions — Requirements met

This contribution is meant to be a PoC (Proof oh€apts) for the BiFS appropriateness in remotelalsp
graphics solutions. All the experimental resultsaoted up to this moment were successful: the bases
expectation with respect to content quality anérittivity are met while the traffic is about 1fhés lower.
Note that all the experiments considered justestaid animated graphics and text. Some MobiThiticaijpns
(e.g. YouTube-like www browsing) will combine these tgpef content with some multimedia (video/audio)
content. In that case, the video/audio will be diyeattached to the BiFS scene and streamed inatiwve
format (without any conversion). In other wordse t11 content should contain a URL to the audi®wid
which is to be further streamed and played on thgep (thin client). Hence, the MPEG advantages$véleven
more important in such real situations then repbinelables 1 & 2.

All these preliminary results encourage us to gohir in such an approach: the phase 2 of the groyél
allow the BIiFS utility to be objectively evaluatéal a larger class of applications, be they B2@(a www
browser) or B2B €.g.the ABAL application deployed by Prologue). Insthhespect, reference evaluation of the
visual quality and extensive compression evaludbemveen this solution and classical remote dispéag just
the first steps.

When looking to these results from the MobiThinuiegments point of view, it can be noticed thatthddress
the issues connected to multimedia content repratsem and compression, as well as those relat¢detaser
interactivity; the met requirements are presentdtié following table.

No Requirement Comment
8 The MobiThin framework SHOULD adapt to the Thilie@t device

user input interfaces (keyboards, pointing & clickidevice,

shortcuts...) to increase the range of supportedcgtigins.

13 | The mobile device SHOULD support Image, Videodid, 2D and/or

3D Graphic codecs.

14 | The Thin Client device SHALL support an embeddisglay resolution

of at least up to 800x600 pixels (at least scréam3’)

15 | The Thin Client device MAY also support an exéddisplay resolution

of at least up to 1280x1024 pixels (at least scetm:n10")

16 | The Thin Client application software SHOULD be eifint in terms of

footprint.
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20 | The targeted mobile device MAY have a camera

24 | The targeted mobile device MAY provide for d-flddged keyboard (ar
pluggable keyboard)

25 | The targeted mobile device MAY provide for a ggmad interface

39 | The MobiThin solution SHOULD be in terms of baundth equal or

better than existing solutions (e.g. VNC, RDP, NixEimilar
circumstances while offering at least the same enaglity.

Concerning the MPEG-LASeR representations, the wonk progress. The results are not expectedaease
the compression performances but rather to traeledmplexity to some conversion issues.

Finally, note that the results reported in thistisechave been disseminated for the MPEG commuanity are
accepted for presentation to an SPIE conference:

4.3

Mihai MITREA, Pieter SIMOENS, Bojan JOVESKI, Bert ANKEIRSBILCK, Abdeslam
TAGUENGAYTE, Francoise PRETEUX\ovel approaches to remote display representati@isS-
based solution and its deployment within the FP7iVbin project M-616058, Lausanne - Swiss,
February 2009.

Bojan JOVESKI, Mihai MITREA, Pieter SIMOENS, laimhes MARSHALL, Frangoise PRETEUX,
BiFS-based solution and its deployment within the7 AMobiThin project: event handling and
streaming M-16465, Maui — USA, April 2009.

Mihai MITREA, Pieter SIMOENS, Bojan JOVESKI, Bert ANKEIRSBILCK, Abdeslam

TAGUENGAYTE, Francoise PRETEUXBIFS based approaches to remote display for mahile
clients paper No. 7444A-14, accepted for SPIE Annual mgefugust 2009.

MOBILE DEVICE INTEGRATION OF A THIN CLIENT

The purpose of this proof-of-concept is to dematstthe use of a thin client protocol in a real it@ob
phone.

The objective is to identify the limitations or ies of a basic thin client protocol when it is usgdr a
wireless link, and of the thin client viewer in usea mobile phone with a screen of a limited sind
limited keyboard input device.

4.3.1 Software/hardware architecture

The Figure 13 presents the thin client overallesysarchitecture. For the purpose of this demorsirat
a Thin client software is ported on a Mobile phoaened Ocean.

7| Monitor

Simulated or - .

Real mobile phone (Ocean)| Thin Client
Viewer
Software

(«

App. 1
Thin
Qlient

) 3G access network

Thin Client
Server

Figure 13 — System architecture
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4.3.2 Ocean software architecture

The Ocean platform is using a Linux based operaystem optimised and adapted to the mobile phone
hardware characteristics.

The figure 14 shows the software architecture eMNC viewer inside the Ocean mobile phone.

WVNC Viewer
Graphical Mobile
Libraries {Gtk, Application T
. Framework <
=
%
o
X Window System &
‘ LCD Driver ‘ Keyhoard ‘ Meuropointer
Linux Kemel

Figure 14 — Software architecture

« The legacy VNC source code is based on X Windoweays

» The Mobile Application Framework provides specéplication programming interfaces for:
Registering and controlling the application

Co-exist with other mobile applications

Receiving keyboard and pointer related events

Internal modifications of the application requiredme architecture re-engineering
work

4.3.2.1Porting of the VNC viewer software on the Ocean Moibke Phone
The Open source code of the Real-VNC viewer watedan the Ocean platform.

O O O O

Porting of the thin client viewer involved the fmiing development steps:
» Setup of the simulator environment (simulator platf build, source code management,

o)

» Port, adapt, integrate, and validate a VNC vievpgliaation on simulation environment.

» Setup of the target environment (real platformdbaihd development environment setup,
Wireless network setup, ...)

» Port and validate the modified application on Targe

Several adaptations of the viewer software wereleg¢o adapt it to the specific embedded platform:
= The VNC viewer application has to be registered, tabe controlled specifically by the
underlying operating system.
» The viewer application has to Co-exist with othehite applications.
» The viewer application have to Receiving keyboard pointer related events
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4.3.3 Lab trial set-up

The Target environment consist of the real Oceabileg@hone, the wireless network, and the VNC
Server as depicted in the next figure
session >

ﬁ. ;‘h [ ;
[ Screen transfer >
—h

4.3.4 Description of experiments performed and the result

We validated the application firstly on the Oceanuator and then started to perform tests on the
wireless network environment.

The test performed were focused on the identificatif specific issues of the viewer over wirelask, |

and on the usability of the VNC viewer on a Mohkiéeminal that have a limited screen and reduce
Keyboard functionality.

434.1 Test of the VNC viewer on Ocean over a wireless vebrk
The following test of VNC viewer over a wirelesswerk were performed : .
* Ul tests
» Display update tests
« Performance analysis tests

The VNC viewer on the Ocean behaves correctly ®Vit, in a similar way as a standard PC with a
WiFi card would have done.

In terms of bandwidth, the WiFfi network allowedraximum bandwidth of 54Mbit/s. The user tests
show that the actually available bandwidth wasicieffit to bring a good quality of experience to the

User (as in this situation, VNC is transported oWiFi, bandwidth usage is in line with the values
reported in section 4.3.1).

It should be noted that the CPU of the Mobile phisnsufficient to run the viewer. The display oéth
remote PC screen was displayed quickly offering@dgquality of experience for the remote user.

4.3.4.2 Usability of the VNC viewer on a mobile phone

We firstly performed some basic connectivity testween the VNC viewer running on the client and
the remote PC server.

Regarding the establishment of the session betweemobile device and the remote PC server, the
following result are reported:
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e The current software requires that the user eritersconnection parameters such as the IP
address of the server. Also this is a quite trigipération to do with a standard PC that has a
wide screen and a full keyboard, this is not ay ¢aslo on a mobile phone due to the limited
capability of the device. The current software rem@d anyway usable, but the user interface
should be improved in commercial thin client viewgeftware running in order to simplify the
user interface. This remark should be applied wiftad all the Ul of the viewer.

Regarding the usability of the VNC viewer applioation a mobile device, the following points are
reported:

« The Ocean phone has luckily a pointing device“{iuropointer”) that is located in the middle
of the Left/Right/Up/Down key of the keyboard. ltoavs moving the pointer on the remote PC
similarly as a mouse device. It should be notetwhthout such a pointing device, the usability
of most of the application on the remote desktopldide very poor. The use of a convenient
pointing device is seen as mandatory to contr@naote PC. It is foreseen that in a short future
most mobile phone will offer a touch screen that egrtainly give benefits in improving the
software a lot the software usability.

e The screen size of the Ocean already supportsegrs@ize of 840x480 pixels. This allows
displaying a significant part of the remote PC snréAs current desktops tend generally to offer
wider resolution, the user of the VNC viewer on @bite phone will have to scroll the screen to
display the interesting part of the screen. We @nqgnted an automatic smooth scrolling of the
screen by moving the pointing device on the edgeahef screen to improve the software
usability. It is foreseen that for commercial versiof the viewer software an easy
Zoom/UnZoom feature will have to be implementedigmificantly improve the usability.

e In order to enter text easily on a keyboard phevee jnterfaced the VNC viewer with a local
“text editing” application, that allow to enter amdlit a text string. This application is well
suited for entering/editing text locally on the rilelby using the limited keyboard. It supports
the entry of text in ABC mode, and T9 mode. Desttite application, the entry of text remains
quite difficult. An improvement of the text entrgiéng by voice recognition or by plugging an
external keyboard if possible, could be highly ddse to improve the usability.

4.3.5 Conclusions — Requirements met

During the first phase of the project we succeadqubrt and test a real Thin Client viewer (VNCeov
a commercially up to date mobile phone. The tes dane in line with the expectation defined in the
Proof of concept demonstrator definition docum@®%i.().

The main results and conclusion to be reported are:

» The CPU and memory capability of the state of thierebile phone are sufficient to run thin
client viewer such as VNC

e In order to reach a good usability of the VNC amion several requirements have been
identified
0 The Mobile terminal device must have a pointingidev

0 The Viewer software should offer a Zoom/Unzoom dieatin order to easily navigate
inside the remote screen

0 Current mobile phone keyboard are usable for exgézditing small amount of text. It
is recommended that a full complete keyboard (natiegl or external) or a recognition
software are supported for entering important sexfuences
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No Requirement Comment

7 The MobiThin project, while considering variousrfofactor, will focus
on smart phones or PDAs and will also use Laptopesktop for the
proof-of-concept demonstration

13 The mobile device SHOULD support Image, Video, AudD and/or
3D Graphic codecs.

14 The Thin Client device SHALL support an embeddexpidiy resolution
of at least up to 800x600 pixels (at least scresn3’)

16 The Thin Client application software SHOULD be et in terms of
footprint.

19 The targeted mobile device SHOULD support a pointlavices feature
(touch screen, stylus, track ball)
24 The targeted mobile device MAY provide for a fudged keyboard (0iOcean has a software

pluggable keyboard) text editing
application.
28 The thin client device SHALL support at least origeless
communication interface (e.g. WiFi, UMTS, WIMAX, [ET VNC client tested in
Bluetooth...) Wifi

30 The Thin Client device MUST have sufficient intexés to:

- user input interfaces

- display(s)

- network interfaces / systems

31 The MobiThin framework SHALL be compatible withlaaist one
commercially relevant OS (e.g. MS Windows, LINUXda®ymbian).
33 The targeted mobile thin client device SHALL sugmoModem stack
for wireless communication interfaces in Sectich&2.5.

34 The targeted mobile thin client device SHOULD supptoe MobiThin
protocol suite as defined in chapter 6.4 ProtociieS

35 The thin client device SHALL support a voice/videadl application in
parallel to the thin client application (e.g. VaBft phone)

36 The MobiThin framework MAY take advantage of resitlapplication | Text editing

son the thin client device. application is used td
enter text

49 The MobiThin session communication protocol SHALpport the
transport of audiovisual data in both up- and ddveasn direction,

50 The MobiThin session communication protocol MAY tickwards
compatible with existing thin client remote displghitectures such as
VNC, X, RDP, ICA...

51 The MobiThin session communication protocol SHALpport the
transport of events in both down- and upstreanctoe.

4.4 PROTOCOL ADAPTIVITY —HYBRID STREAMING

4.4.1 Software architecture

As illustrated in Figure 15, a thin client proto¢@nsfers user data and screen updates betwednothi&hin
Client and the MobiThin Server.
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Service Management Framework

Application
Network Contro Data Stor Daliver
MobiThin MobiThin Service rard
Client Server -
(=]} -

A A

Figure 15 — Protocol adaptivity components involved

In MobiThin, this thin client protocol applies adizgy as intelligent mechanism to react to envirental
changes. This means that management componenksgsunonitoring), running on the Client and Servelt,
have a significant role in providing useful paraenatata to adapt to.

4.4.2 Lab trial set-up

4.4.2.1.10verall adaptive protocol lab trial set-up

Figure 16 shows the components and devices invdtweplerforming lab trials on protocol adaptivi#s said,

the protocol operates between the Thin Client dedTthin Client Server. On the Thin Client machitie
MobiThin Thin Client viewer software must be ingd, as well as a monitoring component that setises
adequate environmental triggers that the protocudeu test is able to adapt to. For testing purposes
components are to be present that generate eveatder to have controlled tests. The same logapdied to
the Thin Client Server, where the MobiThin ThineDli server software is installed, along with a raimg
component, and the necessary software componemisrform the tests. Between the Thin Client Searat
Thin Client a Network Impairment node is resporesifir controlling e.g. the amount of packet losglelay
incurred by the network.

MobiThin Thin
Client server
Mediaplayer
o : i e e e e e 1
MobiThin Thin | real-ime measurement | Office applications
Client viewer | & presentation |
i T TP |
/,_ /r T\ 1\
CPU load Fa L N CPU load
generator b g \ i generator
4 / \\ \\.
v ! \ \

Monitoring 7 7 Y % Monitoring
Component i {, \ Y Component
/ \ \

User Thin Client Network impairment Thin ClleInt Shrver

(Click router or Wireless simulator)

Figure 16 — Detailed view of components involved iprotocol adaptivity

The hardware and software details of the servard e the experiments can be found in the tablewe
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Table 4 — Hardware and Software details

MobiThin Server MobiThin Client Network Impairment
Intel QuadCore 2.73 | Asus eee pc. AMD Athlon 64
GHz Intel Celeron M 2800+

1800 MHz
2 GB RAM 512 MB RAM 512 MB RAM
1 Gbps NIC WiFi + 10 Mbps LAN| 6 x 1 Gbps NIC
Linux Ubuntu Linux Debian Linux Debian
Thin Client Software Thin Client software Click teu software

4.4.2.2Energy consumption measurement set-up

In order to measure the client energy consumptienpower is measured while executing the diffethimt
client protocols on a real device. Different measugnt methods are possible, as shown in Figure 17.

Measurement location: Measurement location:
Voltage and Current measurements Voltage and Current measurements

/S =

-
.-....Etz? ‘!lll.zgyz
=0 =
gl £ "/',,’ - By
s ‘-se-d.Il---.-,"
(a) Adapter mode measurements (b) Battery mode rasurements

Figure 17 — Energy consumption measurement setups

a) Adapter mode measurements

In this set-up, the power adapter is connecteti¢alevice and the power that is needed to runéhieel is
measured.

1. AC side

Using a volt and ampere meter, or an electriciti/liik meter, the power drawn from the adapter is
measured at the AC side. These measurements atieat@iccurate, since the transformation from
AC to DC is quite inefficient. The output readingegision of the kWh meter is also not sufficient
to measure the power usage of the devices uséditest (1 Wh).

2. DC side
At the DC side of the adapter, more accurate measmts can be performed because the AC/DC

conversion does no longer disturb the measuremé&hts.battery is removed from the device, as
charging the battery incurs additional power corysiimn.

b) Battery mode measurements

Using the pinouts that were defined empirically dsers [11], on could measure battery consumption
directly. Practically we were not able to do thexhuse the connectors are not standard and niyt feasid
to buy.

c) Software based measurements
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Using acpi or other battery performance applicaithat are available through the operating system
installed on the device, the lifetime of the batteould be assessed. However, the problem withniehod

is that the algorithm behind these applicationsias immediately clear, the battery lifetime canfefif
depending on the initial charge state, and tendshtiw a (rather non-accurately predictable) noedin
decrease.

Taking measurement precision and practical linttegiinto account for the device we used in thistiith, the
most appropriate method was the adapter mode nemsut at DC side. Both current and voltage are
simultaneously measured with a separate Vellemal®34bDI Digital Multimeter.

4.4.3 Description of experiments performed

The experiments, or more specifically stated treptation mechanisms to be tested for phase | d¥ibt@Thin
project, that are identified in deliverable 5.1 tre following:

» Adaptation to graphical content
» Adaptation to network conditions
» Adaptation to client CPU load

In that deliverable, the focus was on demonstratieo the measured parameters identified there manely
CPU load and consumed bandwidth. For the lab tiiedse parameters are important as well, and auradzs
important metric that will be added concerns thergyn consumption of different adaptive thin clipnbtocols
that are developed from within the MobiThin projeEbr the user, along with visual performance, gyer
consumption is an important and tangible factahaoverall user experience that is significartaslation of
the usability of adaptive thin client protocols.

As already stated before, for the lab trials energysumption is an important and objective metelated to
user experience. Therefore an extra test is inddiolethe lab trials:

* Measurement of the power consumed at client side

4.4.4 Results and interpretation

4.4.4.1Adaptation to graphical content: classic VNC switcing to streaming

Results concerning a protocol adapting to the dgcaplzontent and the in-depth technicalities diate been
reported in previous deliverables of work packagd 8hort summary is given in this paragraph.

The hybrid protocol that switches between clas$C\and streaming mode, bases its switching decimiotie
analysis of the frame buffer at the server sides Tshown in Figure 18. The application thatxeaited, calls
functions of the local renderer on the thin clisaetver that compute the eventual pixel informattmat should
appear on the screen (through software or usingh@&ral Processing Unit (GPU) hardware). A comporadnt
the thin client protocol analyzes these generaigdlgp and evaluates how much motion is presenthe t
graphical content (at runtime). If a lot of motiamin the graphical content, streaming is pointed &s the
appropriate encoding scheme, if the content isradhatic, classic VNC is the protocol to be udgte hybrid
encoder then encodes the graphics which are sentlow network to the client.

“Networks of the Future”
FP7 — ICT — GA 216946 -24 - 7

2007 - 2013



MobiThin — D5.4 — Phase | Experimental validatiohab trials Date: 30/06/2009

i ™

Thin Client Server

GPU hardware

& Thin Client

Figure 18 — Hybrid thin client protocol architecture

Figure 19 shows a comparison between encoding dnee ssession using exclusively VNC, exclusively
streaming or a mixture between the two by applyireyhybrid protocol. In this particular experiménat has
been carried out, we started some office work (ty@ text and importing a figure in a text editdrjen, at
about 20 seconds in the session, a browser wagdarl a movie was watched on YouTube: a porticheof
screen is occupied with the actual movie playimgl #he rest of the screen is static. At 33 secaadisl|screen
movie was watched. Figure 19 (a) shows the bantivadhsumed by the three protocols under comparidos.
VNC curve clearly shows the impact of dynamicitytlre screen updates. For streaming only minor tianis.
in bandwidth are observed since at all times thiedsktop is streamed from the server to the tliatthough
in the static case (first 20 seconds of the segstba streaming and VNC solution have similar parfance
with respect to bandwidth consumption, the hybridtgcol is operating in VNC mode which means thnet t
actual bandwidth consumed at that moment is confoeVNC encoding. At 22 seconds there is a pedkdn
hybrid protocol bandwidth consumption because lbysteresis built into the switching mechanism, preing
to switch to fast because of a short-temporal changmode. Once the hybrid protocol has switcheth&
streaming mode, the bandwidth consumption thenocord that of streaming.

Although the bandwidth figure shows clear advantafjstreaming all content regardless of the dynaonic
static nature of the screen updates at the seider Bigure 19 (b) proves that streaming lays aéaron the
CPU load at the client side. This is an incentigé to apply streaming for static updates, sincthat case the
bandwidth consumed is about equal, while the CRd taf streaming is more than 50 times as high.
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Figure 19 — Comparison between pure VNC, pure streaing and the hybrid approach

Figure 20 shows that the hybrid protocol incurs swarver overhead as well. Figure 20 (a) how mueb C
load is generated by analyzing the pixels for moeesion only. We have observed an increase of 25%0
extra CPU load over encoding the graphic updatgsemiding on the amount of pixels to be analyzed. kel
analysis also puts a burden on the end to end ddgtagssed by the user. Figure 20(b) shows thaexte
delay incurred also depends on the amount of piaakyzed, but always is of the order of a coudle o

4

2007 - 2013

“Networks of the Future”
FP7 — ICT — GA 216946 -25-



MobiThin — D5.4 — Phase | Experimental validatiohab trials Date: 30/06/2009

milliseconds which is low for a thin client use easvhere 80 ms is the maximum end-to-end delay ithat
acceptable in a gaming environment or more foreratorporate work [12 - 16].
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Figure 20 — Hybrid protocol overhead

4.4.4.2Energy efficiency measurements

The energy measurements performed in the lab tiale done on an Asus EEE PC. Insight into theggner
consumption of the device itself was found on teee' user wiki”, of which the content is replicated
Appendix 2.

4.4.4.2.1Energy efficiency of the hybrid (classic VNC — s&aming) protocol

Table 5 shows the average energy consumed whilaig®g these scenarios either using VNC [2] as thiant
protocol or by streaming the complete desktop femmver to client. The table shows that a thin ¢lotocol
is efficient for office-type of applications but &® not cope with video-type of applications wette@ming is
the better option for dynamic content, but is imgarison with the thin client protocol, not suited static
scenarios. If VNC is seen as the reference encosithgme, while transferring dynamic content 4%hef t
consumed energy can be saved by switching to singarffor static content, VNC is the better opti@tduse
when streaming 1.6% more energy would be consumed.

Table 5: Average energy consumption of streaming ahVNC

Static Dynamic
VNC 12.32J/s 13.49 J/s
Streaming | 12.52 J/s 12.95 J/s

Figure 21 depicts how the consumed energy relatabd encoding used for the graphical updateshik t
experiment of one hour, the static scenario expthiearlier was repeated five times. Every run of $itatic
scenario takes about 4 minutes, resulting in acspariod in the trace of 20 minutes. Then, in saene thin
client session, the dynamic scenario is executed2fominutes, followed by 20 minutes looping thatist
scenario. The blue, undashed line shows the emmggumed by the hybrid protocol. The red, dasheel li
shows the average energy that would be consuntéeé ihappropriate choice is made as explained ahmze
streaming static content and encoding dynamic contging a VNC as classic thin client protocol.
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Hybrid protocol energy consumption
8BS

‘ | \‘ b
13 o } ;"
\ ‘V H“ H\)“ 'W }

Enegry consumed (J/s)

12

0 600 1200 1800 2400 3000 3600

Time (s)
—— Hybrid protocol - - - Inappropriate choice

Figure 21 — Energy consumption of the hybrid protocol

This experiment proves that the hybrid protocol ades the optimal use of two techniques to encode th
graphical updates. The switching algorithm is basadthe amount of pixels that have changed in & tim
window of consequent graphical updates. This wind@s to be kept small enough in order to reachéo t
circumstances in a timely manner: if the user staideo playback the algorithm should switch t@atning
quite fast. On the other hand, the time window neskarge enough to avoid switching unnecessasiisolling

a text file while typing ideally should not causeswaitch. The settings of the switching algorithnvédeen
defined empirically, but from Figure 21, the bigikgs show that for this case the algorithm switched
unnecessarily. In the static scenario, a figuiegerted and then the document is scrolled dowis 3drjuence
incurs big differences in the screen and took lortigan the time window which caused a switch teastring
mode and a switch back to VNC mode shortly aftére $pikes in the dynamic period of the test wereemo
appropriate: the video file that was played baakt@imed a closed period of 15 seconds of soliddatadour. In
this case the algorithm decided correctly thatatila be overkill to stream solid colour.

4.4.5 Conclusions — Requirements met

From the demonstrations that were pointed out far in the lab trials of phase | of the project, samh the
protocols that were intended to be implemented werefinished. These were the adaptation to network
conditions and adaptation to the client CPU loadl.ti® other hand, an extra lab-trial was identitieat takes

the energy efficiency into account. Although n@kenergy savings could be identified by switcHiegwveen

the streaming and the non-streaming mode, impogaality improvements were perceived by this swiithe
limited gain in energy is due to the fact that gteeaming mode reduces bandwidth, but requires more
processing power from the terminal device.

No Requirement Comment

6 The MobiThin project, while considering variouzrrh factors,
will focus on smart phones and PDAs and will alse Laptops
or desktop for the proof-of-concept demonstration
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10

The Thin client device using MobiThin adaptiveotpcol
SHOULD be energy efficient and be aware of the drafl to
guality and energy efficiency.

11

The power consumed by a Thin client device uditapiThin
adaptive protocol SHALL be lower than when usinaditional
thin client protocol for the most demanding applma *

12

The power consumed by a Thin client using MobiiTddaptive
protocol SHOULD be lower than when using a videbtqsuch
as MPEG-4 V2 or MPEG-4 AVC) based transmission **

13

The mobile device SHOULD support Image, Videadiy, 2D
and/or 3D Graphic codecs.

14

The Thin Client device SHALL support an embeddisplay
resolution of at least up to 800x600 pixels (aslezreen size 3”

The ASUS EEE PC has resolutipn
of only 800x480 and still shows to
be workable

28

The Thin Client device SHALL support at leasteonireless
communication interface (e.g. WiFi, UMTS, WIMAX, [ET
Bluetooth...)

WiFi is supported in the used
device

30

The Thin Client device MUST have sulfficient nfiéees to:
» User input interfaces
» Display(s)
» Network interfaces / systems

31

The MobiThin framework SHOULD be compatible wéhleast
one commercially relevant OS (e.g. MS Windows, LKNdnd
Symbian).

Linux in this case

33

The targeted mobile thin client device SHALL gogt a Modem
stack for wireless communication interfaces in ®ac6.3.2.2.5
of Deliverable 5.1.

34

The targeted mobile thin client device SHOULDport the
MobiThin Protocol Suite as defined in chapter &.4eliverable
5.1 Protocol Suite

39

The MobiThin solution SHOULD be in terms of baumndth equal
or better than existing solutions (e.g. VNC, RDEKX)Nh similar
circumstances while offering at least the same eaglity.

47

Protocol parameter SHALL be adapted to the fipscdf the
traffic generated by the applications

60

TC server SHALL run Linux applications

119

TC servers SHOULD have installed the neededrids and any
additional software necessary for MobiThin compdsen

120

Ports needed for SMF and TC protocol SHALL beeasible by
clients and servers

* Similar requirements should appear at the MohiT&ystem.
from an end-to-end optimization.

The power consumption also results

** Power consumption is considered globally, inchgl receiver consumption (dependent on the

quantity of data received) and decoder consumptiepending
graphics)

on the type of the data, i.e. video or

*** Other interfaces can include RJ11 port, PS&ja, or parallel interfaces
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4.5 PROTOCOL ADAPTIVITY -A SCHEDULING APPROACH
4.5.1 Software architecture

\pplicatior
Neatwork Control Deliver
MobiThin MobiThin H !
Client Server -
(=]} .

Figure 22— Protocol adaptivity components involved

The thin client protocol transports user data amdes) updates between the MobiThin Client and tbéivhin
Server, as illustrated in Figure 22.

The thin client protocol can dynamically adapthe environmental conditions through intelligent heasms.
In contrast to the previous paragraph (where achwietween streaming and non-streaming was inegst
we here focus on a complementay mechanism, deditathe non-streaming situation.

One mechanism is further described in this chapter.

4.5.2 A scheduling-based screen update transmipsitb@rn

4.5.2.1 Introduction

The design of adaptive protocol for a thin cliepstem has been identified as a project objective to
improve the user Quality of Experience (QoE) amuinieal energy consumption over the changing
wireless links conditions.

The protocol adaptavity can be done at differeyeis (application layer, transport layer, link Igyer
can adopt cross layer approach to adapt at altdaye

e The protocol adaptativity method that we discussethis chapter has been done at the thin-client
application layer.

* Remote desktop protocols usually follow one offthilwing display transmission patterns:
— Polling (e.g. RFB): The client periodically requean update of the remote application display.
— Pushing (e.g. RDP): The server autonomously seisgtagt updates to the client.

* We present in the following section a client-drivaaptation mechanism wherein the client requests a
specific scheduling for the transmission of appiaradisplay rendering.

e By using this proposed pattern we expect to mirénttze overall bandwidth consumption as well as
saving energy.
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4.5.2.2 Overview

THIM OBITHI
CLIENT SERVER

valuation of conditions
{terminal and network) => | [T ————8¢ha
new scheduling duling Request

Server decision and

| peta
| schaduling enforcement

- valuation of conditions
(terminal and network) =>
new schaduling

e ————
::N%Heauﬂi‘?}‘;quw _________
ko = = (Fefresh Crileria) :

— Sarver declsion and
_______ —————— T :[ scheduling enforcement

Delta 2 > Delia 1

Figure 23 — client-driven scheduled transmission afcreen updates

The scheduling-based screen update transmissioermpagas shown in Figure 23, is a client driven hudt
wherein the client evaluates the conditions commithe terminal capabilities such as the processpeed, the
user preferences, or the battery level. Based ®fottal conditions (network and terminal) the diestimates a
scheduling value and sends a “Scheduling Requesssage to the server containing specific refresérier

(such as the area of interest and the desired engcecheme).

The server receives the Scheduling Request andtireage the scheduling value based on local canmditi
(server capabilities, number of client connectiong, before enforcing the scheduling of the screpdate
transmission. Therefore as soon as the servertdeteme areas having been updated the server itartem
screen data to client based on the the schedudilug v

By using this pattern, the following benefits arpected:
» Adapt the transmission to the client and serveabdgifies and the varying network conditions,
» Minimize power consumption by adapting the refrestie to the user real needs
» Optimal use of the available bandwidth:
0 Use the maximum bandwidth if high QoE is expected
0 Use the minimum bandwidth if low QOE is expected.
The following use cases are targeted:
» Office application,
» Internet browsing.
» Video is_nota target as other transport protocol and encatiegns are more suitable

4.5.2.3 VNC-based implementation

To implement the scheduling-based screen updaternasion pattern, we modified the VNC protocoleTh
client can work in either legacy “Client-Pull” mode new “Scheduled Refresh” mode, as shown in Eid4
below.
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« Client-Pull » mode « Scheduled Refresh » mode
CLIENT SERVER
CLIENT SERVER
I:I New client connection——»
New client connection—— -«———Handshaking—— »
|¢———Handshaking———» -« Initialization——»
nitialization I:v'\ | Set Mode (Scheduled Refresh_’
mode)
Update request———»= ——Scheduled Update request (T)—»
l«——Frame buffer update—— T l«——Frame buffer update
$ «———Frame buffer update
Update request—— £ 2
—Scheduled Update request (T')—»
-«———Frame buffer update
v e

" 4 (———Frame buffer update
]

-+———Frame buffer update
l«——Frame buffer update
r

¥

Figure 24 — VNC-based implementation

In Scheduled Refresh mode two new messages welernmapted:

» The rfbSetModeRequest message allows the cliedytamically switch between “Client-Pull” mode
to “Scheduled Refresh” mode. The server suppoitt legacy and optimized VNC clients. The client
can start either in pull or Scheduled Refresh mbejgending on whether the server supports the new
pattern. To do so the optimized client requestrameiased number of the protocol version and if the
server supports the pattern it sends back the gsam@sn number or an older version otherwise.

» The rfbScheduleUpRequest message allows the dtiese¢t the period of its screen update. Multiple
clients can be configured with different schedulvajue depending on their network and terminal
conditions.

4.5.3 Lab trial set-up

4.5.3.1 Test environment

A test bed was setup in order to compare the optichiVNC protocol with the legacy VNC protocol and
discuss the benefits of the scheduling-based seneéate transmission pattern. The Figure 25 belowws the
network devices and components involved for perfiognthe lab trial on protocol adaptivity.

The Thin Client machines host the Mobithin Cliergwer Software which can start either in legacy enodin
optimized mode. The Mobithin Thin Client Servertaafre is installed on the Thin Client Server. Hinal

gateway along the path between the Thin Client &eand the Thin Client Device in order to genestime
network impairments.

The network impairments for phase 1 mainly comprigee bandwidth shaping. The generation of delay an
jitter and potentially data scheduling will be sedlin phase 2.

Maokbithin Thin
Mobithin Thin Client Sarver
Client Viewer
Software

Thin Client Server
Offlce

Gatefva Application, Wab

¥
{Network irnpdlrm nt, Mas{erShaper]
: NETWORK 2

b

Browsing, Media
Player

I
I
I
I
I
I
: Software
I
I
I
I
I

Measurements,
Bandwidth shaping and delay
generator, data scheduling

Figure 25 —Test bed environment for testing the sclieling-based screen update transmission pattern
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The hardware and software details of the servard e the experiments can be found in the tabiewne

Table 6 — Hardware and Software details

MobiThin Server MobiThin Client Network Impairment

Intel Pentium 4 CPU Intel Pentium 4 CPU Intel Pentium 4 CPU
2.8GHz 2.8GHz 2.8GHz

2 GB RAM 2 GB RAM 2 GB RAM

100Base-TX LAN 100Base-TX LAN 100Base-TX LAN
Linux Red Hat Enterprise| Linux Red Hat Entreprise¢ inux Red Hat Entreprise
Modified VNC Software Modified VNC Software Mastdr&per (TC)

4.5.3.2 Test methodology

In order to compare the legacy protocol with they mme for different use cases, different scenaresplayed
for both the legacy client and the optimized clievttile the measures are collected at the Gatewag. T
objective of the test was to identify the schedyhralue in function of the network conditions ame wser
scenarios..

The following scenarios were identified:

» office application (text editing, moving windows)
The following parameters were measured:

- The bandwidth consumption

4.5.4 Results and interpretation

The following graphics shows the bandwidth consuomptor different scenarios:
- Office application: text editing, moving windows,

4.5.4.1Tests in best network conditions (Local Arelletwork)

The following figures compare the bandwidth consdrbg the legacy protocol with the one consumedhay t
optimized protocol, during a defined period of tifide use case relates to a user entering somim textoffice
application and moving some application windowsthiis experiment we consider good network cond#iaa
we are on a local area network.

O legacy M 500 ms Accumulated BW (khit's) in 3,262 s

Legacy vs 500 ms O ms 0100 me
BWS500 (kbit/s) 120 ‘UD
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Figure 26: bandwidth consumption (kbit/s) for textediting use case (left) and its accumulated bandwtl (right). The figures
shown relate to different update periods (100 ms,0® ms, 500 ms), while “legacy” implies the non-optiized situation.

As we can notice on the Figure 26 above, the oMeaaldwidth consumption is lower when we use scleetu
values (the higher the value the lower the bandwidhsumed). With the scheduled approach the ssevels
bigger TCP packets and exploits the maximum banttivad required instead of sending little packetsagbin
time. As such the optimized client receives legsbigger updates regrouping all modifications maitee the
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previous update received by the client. Althoughpeeceived a very good level of QoE with a schedivkdue
of 100ms, we noticed that 300ms can reduce theviadtidup to 15% with still an acceptable level aE)as

the latency if barely perceptible.

= BWiegacy (kbit/s)
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Figure 27: accumulated bandwidth (kbit/s) for the ‘moving windows” use case (left) and its accumulatelsandwidth (right)

The figure 27 comforts our observation made inrggbé and we notice that the overall bandwidth soal
reduced. There is however a slight difference ig tise case as the bandwidth can be reduced u/to Bhis

is due to the fact that when the user moves a wisdthere are much more updates to send to thet,ctree
scheduling approach thereby augmenting the reduofiandwidth because the higher the screen noatiidin
since the last update the lower the bandwidth aomsu Of course this reduction is dependant upon the
scheduling value and the expected Quality of Exqmee. In this use case we found that a scheduleé o

200 or 300 ms was still acceptable in term of QoE.

4.5.4.2Tests with network impairments (bandwidth reuction)

The following figures compare the bandwidth consdrhg the legacy protocol with the one consumedhgy t
optimized protocol, during a defined period of tirfi@e use case relates to a user entering soma temtoffice
application and moving some application windowsthis experiment we consider worse network conagias
the bandwidth is drastically reduced at the gateway
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Figure 28: bandwidth consumption (kbit/s) for textediting use case with varying scheduling values {tgand the accumulated
bandwidth (right)
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Figure 29: comparison of bandwidth consumption (khiis) for text editing use case between 300ms-cliesmd legacy client
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Again, as we can naotice in Figure 28, the legaoyqaol (BW LAN LEG) consumes more bandwidth thathwi
the optimized protocol (BW LAN 500ms or BW LAN 308jn Moreover by limiting the bandwidth up to
15kbit/s the 300ms-client is not affected by thasdwidth limitation whereas the legacy client stdd lag.
Besides In Figure 29 the subsequent peaks for@Bms-client are well scheduled and there is nawaile we
notice serious lags for the legacy-client charaaerby jerky peaks of data due to higher TCP nstrassions.

When limiting the available bandwidth to 10kbit/® winoticed that the average bandwidth consumed was
slightly the same for the legacy client and therB®@lient but it is slightly for a 300ms-client.tAbugh there

is slight bandwidth gain in this case, the peragi@®E is better for the 500ms and 300ms-clientréfioee the
schedule approach allows increasing the QoE ineveeswork conditions.

Besides there is no big difference between a sdingdualue of 500ms and 300ms, expect that thegpezd
QOE is slightly degraded when using a 500ms scimglvblue. So a 300ms scheduling value is good ideal
bad network condition where the available bandwidths around 15kbit/s.

4.5.5 Conclusions — Requirements met

Based on our preliminary results, we highlightesl fillowing main benefits:

- We canreduce the overall bandwidth consumption (gain beteen 15 to 50%)with acceptable
quality of experience. A good deal to still have asteptable QOE is to set the scheduling value
between 200ms and 300ms for office type of appboat

- The scheduled protocol behaviour allows a better qualt of experience in worse network
conditions when the available bandwidth is reduced

In phase 2, we will identify the good schedulindueain order to have an acceptable QoE, reducedviidth
and power consumption, depending on those varyéetgark conditions. In addition the loop back altfumi
will be further elaborated to dynamically adapt#wying network conditions.

No Requirement Comment

10 The Thin client device using MobiThin adaptive pal SHOULD be
energy efficient and be aware of the trade-offualiy and energy
efficiency.

11 The power consumed by a Thin client device usingiVlioin adaptive
protocol SHALL be lower than when using traditiotfah client
protocol for the most demanding application

16 The Thin Client application software SHOULD be e#nt in terms of
footprint.

31 The MobiThin framework SHALL be compatible withlaaist one
commercially relevant OS (e.g. MS Windows, LINUXda®ymbian).
32 The targeted mobile thin client device SHALL supgor adaptive cros
layer optimisation feature for bandwidth usage o#ida, reduced powe
consumption, optimal user experience whatever géteark conditions.
34 The targeted mobile thin client device SHOULD supptoe MobiThin
protocol suite as defined in chapter 6.4 ProtocieS

39 The MobiThin solution SHOULD be in terms of bandthi@qual or
better than existing solutions (e.g. VNC, RDP, Nix¥imilar
circumstances while offering at least the same aaglity.

40 A drop to 20% of the normal bandwidth SHOULD beytded for the | For some applications lik|
most demanding applications. Office application

= O

(4]

46
Protocol parameters SHALL be adapted to devipaludities

47 Protocol parameter SHALL be adapted to the speaiffche traffic
generated by the applications

50 The MobiThin session communication protocol MAY tisckwards
compatible with existing thin client remote displghitectures such as
VNC, X, RDP, ICA...
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QVERALL CONCLUSIONS

Text in common for D5.3 and D5.4

Considerable progress has been reported on the thegor parts of the MobiThin system, showing
performances in line with expectations. Both imerof performance and functionality, the approach
taken in the project satisfies the requirementsfgutard in earlier documents. Each of the proof-of
concept reported was designed, observing the aeotbral requirements (D2.2) and the specified
interfaces (D4.1).

Each of the PoC satisfies an important number gfiirements, already specified D2.1. Nevertheless,
not all requirements are covered (and some arty gartered) by the activities of the first projgttase.
This information will be used to fine-tune the sed@hase of the project.

Following reasons why some requirements are natreavby the demo’s of Phase | can be identified :

1. The requirement is on the MobiThin environment eatthan on the MobiThin system itself
(e.g. underlying network infrastructure). As suttiese requirements are not to be met by the
MobiThin system, but rather by this environment.

2. The work needed to demo that the specific requintni® met, is still in progress. The
requirement will be included in Phase Il demo’s.

3. The component work needed to demonstrate the myairt is Phase Il work.

In the table below, a quantitative overview is give show how many requirements fall within each of
the categories. For a limited number of requiremelnirther discussion will take place in the MokiTh
consortium to decide whether to include these énetventual MobiThin system or not.

Type of requirement SHALL SHOULD MAY Total

Covered in Phase | demo's 28 21 11 60
Requirement on environment 1 3 1 5
Work in progress, demo in Phase Il 29 9 3 41
Component work to start in Phase |l 18 9 1 28
Status to be discussed 1 2 3 6
Total 77 44 19 140

Requirement coverage : quantitative overview.

More details on these different categories areudised below.

Regarding the requirements on the MobiThin envireninthese mainly address the targeted device
(note that many of the requirements on these dewee been included in the demo “Mobile thin
client Integration”) and the network environment.

21 SHOULD | The targeted mobile device SHOULD have a builtsiexternal smartcard
reader
26 MAY The mobile device MAY provide for other intedfias such a 1D/2D bar codle

reader, a RJ45 interface

55 SHOULD

The network layer SHOULD enable terminal mobility
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66 SHALL | Data storage servers SHALL allow users toeasctheir data from outside
a thin client session.

67 SHOULD | Data SHOULD be transferred to TC Server at very Isigeed to avoid any
additional latency

Requirements on MobiThin environment.

Requirements not demonstrated due to the comp@aregitbeing in progress, mainly relate to:
» The different adaptation mechanisms under studayhich the thin client protocol can adapt
* The monitoring/logging subsystem under active dgw@lent (to be integrated in the SMF shortly)

taken, but which is still be demonstrated

Compatibility with MS-Windows (which is likely toeé met due to the virtualization approach

43 SHALL | In-order delivery of user events SHALL be ered

44 SHOULD | Information of link parameters SHOULD be available

45 SHALL | Protocol parameters SHALL be adapted to [yakameters

48 SHALL | The MobiThin session communication protocélA_L support both
traffic directly related to the applications angrsiling and management
traffic

53 SHOULD | The MobiThin framework SHOULD have sufficient sidjng capacities in
order to manage the two classes of communicatessign and server
communication).

54 SHALL | The choice between in- or out-of-band signglSHALL be thoroughly
studied.

59 MAY TC server MAY run Windows applications

81 SHALL | SMF SHALL have different levels of logging
- Production,
- Tuning,
- Debug

82 SHALL | SMF SHALL log all information needed for bilig

83 SHALL | SMF SHALL log all information needed for sittcs

84 SHALL | SMF SHALL log protocol comments for debugging

85 SHOULD | SMF SHOULD log management activity (adding, moddglete, ...)

86 SHOULD | SMF SHOULD log user activity

87 SHOULD | SMF SHOULD log supervisor activity (e.g. hot lingpport activities)

88 SHOULD | SMF SHOULD allow to log selected monitored inforioat

89 SHALL | SMF SHALL know the topology of different sexss involved in the
MobiThin deployment
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91 SHALL | Monitoring services SHALL operate continuop$P4h x 7days). Short
interruptions for maintenance operations mightdierated.

92 SHALL | Monitoring services SHALL consume few resaesc

93 SHALL | Monitoring services SHALL support alert nati&tion (email)

94 SHOULD | Monitoring services SHOULD support flexible aledtification (SMS,
Instant messaging, email, ...)

95 SHALL | Monitoring services SHALL support SNMP

96 SHALL | Monitoring services SHALL define Custom MIBS8r standard monitoring
tools

97 SHALL | Monitoring services SHALL monitor CPU

98 SHALL | Monitoring services SHALL monitor memory

99 SHALL | Monitoring services SHALL monitor the storagéuser data

100 SHALL | Number of users per server SHALL be monitored

101 SHALL | Monitoring services SHALL monitor network alability.

102 SHALL | Monitoring services SHALL monitor total bandith and per user
bandwidth usage.

103 SHALL | Monitoring services SHALL monitor network ktcy (for each user).

104 SHALL | MobiThin client connection and disconnecti®RIALL be monitored

105 SHALL | User login and logout SHALL be monitored

106 SHALL | Monitoring services SHALL monitor CPU for daaser

107 SHALL | Monitoring services SHALL monitor memory feach user

108 SHALL | Monitoring services SHALL monitor hard driver each user

109 SHALL | Settings of the MobiThin TC protocol SHALL leonitored

110 SHALL | Exchanged amount of data SHALL be monitored

111 SHOULD | Exchanged amount of data SHOULD be monitored fohgsiotocols

112 SHALL | MobiThin databases SHALL be monitored

113 SHOULD | Operating systems SHOULD be monitored

114 MAY Energy suppliers MAY be monitored

115 MAY User applications MAY be monitored

Requirements addressing work in progress, to be iteded in Phase 1l demo’s.

As can be seen from the table below, following congnt work in Phase Il is needed to meet the rderr
requirements:

* Interface to external data storage and applicatnage service (DSS, AIS)
* Inclusion of remote peripherals
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* Interfacing to business support systems
» Support for session mobility (upgrading of the s@ssnanaging components)
e Support for reservation and profiling

2 SHALL | The MobiThin framework SHALlupport any desired
application.
3 SHALL | The MobiThin framework SHALlupport different business
interaction types (also vice versa):
- Customer to Customer
- Customer to Business
- Business to Business
9 MAY Thin client device MAY switch bgeen an embedded and
external display. In consequence the MobiThin fraor& MAY
adapt to the different characteristics of the digpl
37 SHOULD| Interaction delay target fonrsiemanding applications running
inside the MobiThin framework SHOULD be in averdg®ms
38 SHOULD| Interaction delay target fonae1ding applications running insig
the MobiThin framework SHOULD be in average 80ms
52 SHALL | The MobiThin session communioatprotocol SHALL support
the redirection of local peripherals to the server.
56 SHALL | TC server SHALL support sessinability
61 SHALL | Application Image Server SHALur within a server farm
62 SHALL | Application image servers SHAptovide an image of the
application including all specific dependencies
63 SHOULD| Application image servers SH@Jsupport streaming
applications to be able to run an application ¢iniraclient server
without downloading the entire image
64 SHOULD| Specific user configurationtamsions SHOULD be stored
65 SHOULD| Application image server SHOUEGpport application update
70 SHALL | SMF SHALL consider the followirtgpes of users :
- the back-office users
- the users of MobiThin services
71 SHALL | The category of users SHALL lefided by back-office user(s)
either for back-office users and users
90 SHOULD| SMF SHOULD use the availablgilrence mechanisms of the
infrastructure.
121 SHALL | The MobiThin SMF SHALL know whappglications are
available at which location
122 SHALL | The MobiThin SMF SHALL support dgmic application
delivery from application image servers to thirentiservers
126 SHOULD | SMF SHOULD support terminal mdtlil
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131 SHALL | SMF billing services SHALL selenbnitored information for
billing

132 SHALL | SMF billing services SHALL be aliteaccess logging
information for billing

133 SHALL | SMF billing services SHALL be aliteexport billing data in
standards billing format

134 SHALL | SMF billing services SHALL be alitetransfer billing data to
billing system

135 SHOULD| SMF SHOULD Support more than bitiing system

136 SHALL | SMF reporting services SHALL selewnitored information for
Business Intelligence tools

137 SHALL | SMF reporting services SHALL bdeatp access logging

information for Bl tools

138 SHALL | SMF reporting services SHALL bdeatp export data in
standards format for Bl tools

139 SHALL | SMF reporting services SHALL bdeato transfer data to Bl
system
140 SHOULD | SMF reporting SHOULD Support mtran one Bl system

Requirements addressing components, planned for Pha Il.

The requirements shown in the table below are edffécult to demonstrate (requirement), or should
be further discussed in the project if it is suiatio include these in the demonstrators of Phase |

1 SHALL | The MobiThin framework SHALlupport residential and business usey.
41 SHOULD| The dejitter strategy SHOULDdsapted based on the intrinsic
properties of the traffics
76 MAY SMF MAY take into account anonynsousers
79 SHOULD| SMF SHOULD provide unified aeltttication for the user
80 MAY SMF MAY additionally support one more of the following
authentication methods (non exhaustive list):
- SSO
- Access Control Authentication
- Network Authentication
128 MAY Session migration service MAY be peisded

Requirements currently under discussion for inclusin in Phase Il demo’s.
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APPENDICES

APPENDIX 1 DETAILED COMPARISON BETWEEN EXISTING THIN CLIENT
PROTOCOLS

Below, the results of testing and analyzing 7 @xgsthin client protocols are detailed. The thiret protocols
that were evaluated are:

» Citrix ICA

* Sun Ray

« RDP

* VNC
o Standard
0 Hextile
o Tight

*  FreeNX
o Over LAN
o Over ADSL

Measurements have been performed for differentases:

» Typing scenario: simple office work has been dohging a letter in a text editing program (Open
Office Writer / Microsoft Word), inserting a figuiato the text.

* Browsing scenario: doing an internet search, wgithe website of a local newspaper and reading a
couple of articles on it. Reading an email. Thessthat were viewed are of a static kind: onceddad
the content does not change much of its own (dpmart some banners)

* Video scenario: a video is watched using a mediggul In this scenario the content of the screen is
highly dynamic: big changes occur very frequently.

Typing scenario

Table 6: CPU load and memory footprint in typing sceario

Client Server

Minimum 0.3 (freenx — lan) 0.195 (citrix)
CPU load (%) Average 1.62 1.07

Maximum 4.22 (vnc hextile) 2.22 (sun ray)

Minimum 9.45 (vnc hextile) 16.98 (vnc hextile)
Memory Footprint| Average 25.68 33.65
(MB)

Maximum 64.03 (citrix) 67.44 (freenx — adsl)

Table 7: Bandwidth used for typing scenario

0.081 (freenx — adsl)

0.352

Minimum
Bandwidth (Mbps) Average
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Maximum 0.8 (rdp)
Browsing scenario
Table 8: CPU load and memory footprint in browsing senario
Client Server

Minimum 3.5 (freenx — adsl) 1.311 (citrix)
CPU load (%) Average 7.76 21.08

Maximum 13.697 (vnc tight) 35.96 (vnc tight)

Minimum 9.45 (vnc hextile) 22.78 (citrix)

Memory
(MB)

Footprint| Average

25.12

39.34

Maximum

64.03 (citrix)

79.13 (freenx — adsl)

Table 9: Bandwidth used for browsing scenario

Minimum 0.398 (freenx — adsl)
Bandwidth (Mbps) Average 4.946
Maximum 9.413 (freenx — lan)

Video scenario
Table 10: CPU load and memory footprint in video saeario

Client Server

Minimum 16.51 (vnc standard) 0.025 (citrix)
CPU load (%) Average 27.61 42.63

Maximum 41.42 (rdp) 67.42 (freenx — lan)

Minimum 9.45 (vnc hextile) 22.18 (citrix)
Memory Footprint| Average 29.77 51.12
(MB)

Maximum 93.65 (citrix) 115.9 (freenx — lan)

Table 11: Bandwidth used for video scenario

Minimum 2.22% (citrix)
Bandwidth (Mbps) Average 32.163
Maximum 79.68 (vnc hextile)

2 \We have assumed for the Citrix case that the coflfe video is available on both server and tlighis is assumed to
be also the case in the mobithin environment.
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Al.1 MACHINE SPECIFICATIONS
Following machines were used to do our experiméltiey get a name which is referenced to later in

this annex.
Computer CPU clock speed
name Processor (GHz)
Anderson AMD Athlon 64 Processor 3000+ 1,8
Anderson2 Intel Pentium M Processor 1,86
TC96 AMD Athlon 64 Processor 3500+ 1
TC97-old Intel Pentium 4 3
TC97-new Intel QuadCore 2 Quad CPU Q6600 1,6
TC99 AMD Athlon 64 Processor 3000+ 2

AMD Athlon 64 X2 Dual Core Processor

Duribreux BE-235 2,11

Al.2 REFERENCE M ACHINE COMPUTATION TABLE

The reference computation table contains multipbcafactors for the CPU speed. This is a rough
method to enable comparison of results measurelifienent computers.

TC96 and TC97-old are in bold and coloured becdlisg were chosen to be reference test machine
respectively for server-side and client-side measents.

TC97-
Anderson| Anderson2| TC96 TC97-old | new TC99 Duribreux
Anderson 1,00 0,97 1,80 0,60 1,13 0,90 0,85
Anderson2 1,03 1,00 1,86 0,62 1,16 0,93 0,88
TC96 0,56 0,54 1,00 0,33 0,63 0,50 0,47
TC97-old 1,67 1,61 3,00 1,00 1,88 1,50 1,42
TC97-new 0,89 0,86 1,60 0,53 1,00 0,80 0,76
TC99 1,11 1,08 2,00 0,67 1,25 1,00 0,95
Duribreux 1,17 1,13 2,11 0,70 1,32 1,06 1,00

Example usage of this table: a measurement doedarson results in 10.05% CPU load. This would
have resulted in a CPU load of (10.05% * 0.60)3366 CPU load on TC97-old. Anderson has a slower
CPU than TC97-old, so doing the same test on arfazichine would result in less CPU load.

We have to remark that comparing this way is nohgetely correct. The difference between AMD
and Intel processors for instance can’t be acdyratntained in a division of the clock speeds ot
since they act in different ways. Despite the in@acies, this table gives us a better approximéatian
doing no recomputation.

Al.3BANDWIDTH MEASUREMENT DATA
All data in Mbps.

Browsing Typing Mpeg4Fullscregn

CITRIX 3,19 0,53 2,23

SUN RAY 4,50 0,40 57,10
VNC HEXTILE 4,52 0,17 79,68
FREENX ADSL 0,40 0,08 3,39
FREENX LAN 9,41 0,50 47,78
RDP 4,70 0,80 23,18
VNC STANDARD 8,33 0,18 38,20
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VNC TIGHT 4,52 0,17 5,75

minimum 0,40 0,08 2,23
average 4,95 0,35 32,16
maximum 9,41 0,80 79,68

Al.4CPULOAD MEASUREMENT DATA

Al.4.1 Raw Data

With the term raw data we mean the data as is, unedi®n the machine itself without recomputation to

a reference machine.

All data in % CPU of the actual test machine.

Browsing Typing Mpeg4fullscreen

client server client server client servef
CITRIX 9,56 1,311 3,56 0,195 17,5 0,02b
SUN RAY / 26,65 / 2,22 / 20,81
VNC HEXTILE 10,6 11,92 4,22 1 17,94 14,62
FREENX ADSL 3,5 21,68 0,64 2,2 33,96 66,85
FREENX LAN 4,75 23,23 0,3 0,76 29,075 67,42
RDP 10,05 / 1,99 / 69,04 /
VNC
STANDARD 6,17 26,8 1 0,48 16,51 64,92
VNC TIGHT 13,697 35,96 0,45 0,64 36,88 63,714
minimum 3,5 1,311 0,3 0,195 16,51 0,025
average 8,33 21,08 1,74 1,07 31,56 42,63
maximum 13,697 35,96 4,22 2,22 69,04 67,42

The measurements were actually done in this tagpse

client machine

server maching

CITRIX

SUN RAY
VNC HEXTILE
FREENX ADSL
FREENX LAN

RDP

VNC STANDARD

VNC TIGHT

TC97-old
sun ray
TC97-old
TC97-old
TC97-old
Anderson
TC97-old
TC97-old

TC96
TC96
TC96
TC96
TC96

Anderson2

TC96
TC96

Al.4.2 Corrected Data

In this subsection we have used the reference maadomputation table (A1.2). We chose TC96 as
reference server machine and TC97-old as referdieze machine.

All data in % CPU load as if measured on referanaehine.
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SUN RAY / 26,65 / 2,22 / 20,81
VNC HEXTILE 10,6 11,92 4,22 1 17,9 14,62
FREENX ADSL 3,5 21,68 0,64 2,2 33,9 66,85
FREENX LAN 4,75 23,23 0,3 0,76| 29,045 67,42
RDP 6,03 / 1,194 / 41,42 /
VNC STANDARD 6,17 26,8 1 0,48 16,5 64,9P
VNC TIGHT 13,697 35,96 0,45 0,64 36,8 63,74
minimum 3,5 1,311 0,3 0,195 16,51 0,025
average 7,76 21,08 1,62 1,07 27,61 42,63
maximum 13,697 35,96 4,22 220 41,424 67)42
Al1.5MEMORY FOOTPRINT MEASUREMENT DATA
All data in MB.

Browsing Typing Mpeg4fullscreen

client server client server client server
CITRIX 64,03 22,78 64,03 22,9 93,6b 22,18
SUN RAY / 36,84 / 32,67 / 29,05
VNC HEXTILE 9,45 23,46 9,45 16,98 9,45 26,73
FREENX ADSL 21,25 79,13 21,23 67,44 20,08 105,64
FREENX LAN 9,72 61,43 9,699 59,03 9,87 115,9
RDP 52,21 / 56,18 / 56,17 /
VNC STANDARD 9,59 25,81 9,59 18,08 9,6 29,16
VNC TIGHT 9,61 25,9 9,61 18,45 9,61 29,16
minimum 9,45 22,78 9,45 16,98 9,4b 22,18
average 25,12 39,34 25,68 33,66 29,77 51,12
maximum 64,03 79,13 64,03 67,44 93,65 115,9

APPENDIX 2 POWER CONSUMPTION OF THE ASUSEEE PC
Taken fromhttp://wiki.eeeuser.com/hardware power consumpiiodune 17, 2009.

The power consumption of the Eee PC is stronglyeddent on what you do with it. This page shows how
much various uses of the 700 series Eee affecpaler consumption, as measured through the AC adapt
The AC adaptor provides 10.2-10.3 V when idle, artlV at the maximum current of 2.1 A (or 20.8 whtt
The battery provides 8.3 V when full, and about {clWeck this) when almost empty, with a capacitp2d0
mAh or 4400 mAh, depending on the model.

It is straightforward to measure the current drawmf the AC adaptor when the battery is removed. The
numbers below are measured on a 4G model with @ BZh battery. Windows or Linux does not seem t@abe
big difference.

State C(unr]ri)n t Remarks
|off 200 | |
Standby | 250-270 || |
Battery charging | 2090-2110 || Off or on does nottemat |
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IO, screen off | 910 | Screen off, wireless off, systully idle |
Screen at lowest brightness | +95 I |
IScreen at medium brightness| +145 || \
Screen at full brightness | +190 | |
Wireless +140 - +275 rl?]izﬁnds on amount of data transfer. Broadcastitegtdkes
ICPU frequency scaling 1:8 || -0 | System idle. Noaffeom changing the clock frequency. |
ICPU usage | +250 | Heavy use of the CPU and RAM mgrbat not the SSD. |
\F/’(I)elllyj/rirr:g H264 movie, loud +970

ISpeakers on | +0-+100 | Depends on what you heegmthe volume slider. |
ISSD usage | +55-+65 | Heavy reading/writing toflsh storage \
IKicker | +10 || The task bar in the full desktop megés power. |
ICPU and SSD | +250 | Overall heavy system usage. |
ISD card | +5-+75 || Idle or heavy usage (testedslowa (2 MB/s SD card). |
[USB-powered hard disk | +160 - +50p Idle - heawyges |
lUSB optical mouse (laptop) | +10 | Small mouse sjmetif for laptops. |
|USB optical mouse (desktop) | +40-+60| Larger rados desktop usage. |
[USB flash drive | +40 | |
IUSB hub | +80 | Presumably without attached devices \
[USB bluetooth | +40 | |
loverclock 75-85Mhz | +30 I |
loverclock 75+90Mhz | +40 I |
[External VGA monitor | +10 I |

From these numbers, it appears that it is harctend the battery life dramatically. If a systenmuaning with

30 percent CPU usage (for example web surfing,nbtitmovie watching), with the screen set at 50 grc
brightness, the total power consumption would loeiiad 1130 mA. Reducing the screen brightness a$ @sic
possible would only save 50 mA (4.4%). The bigdeslt-in power consumer is the wireless adaptertching

it on without using it wastes 140 mA (12%). Veryakg wireless usage (2 MB/s upload) requires 275 mA
rather than 140 mA.

Interestingly, using Intel's SpeedStep technolagghange the CPU frequency has very little effgou(can
check the control and status files under /sys/@sygystem/cpu/cpuO/cpufreq/). When idle, there as n
measurable difference in power consumption. At 1@ usage, reducing the clock frequency by a fa&to
from 620 to 77 MHz decreases the additional curdeatv a bit (+250 mA at the normal clock speedit debs

at lower clock speeds), but also makes the comprtgportionally slower. On a system that is mosdig
anyway, it would make very little difference, sinbe CPU would just spend a bit more time at a toqpamver,
with the same total power consumption as a result.

It is harder to measure the actual current draungurattery usage. The standby mode on a 4G sytsiies 22
hours to fully drain a new 5200 mAh battery, whatggests 240 mA (1.8 W at about 7.5 V). A powened-o
system (idle, screen at full brightness) drainsliagery in 3:20 hours (1550 mA, 12 W at 7.5 V).eDthe
power adapter, the corresponding currents are 26400 mA (2.6 and 11 W), respectively. When thfére
does not seem to be a significant battery drampthwer consumption when on the AC adapter (oftandby)
seems therefore to be related to the voltage cerorecircuit.
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It seems that 2.09 A is the maximum current the S#tes Eee PC will drain. So if you're watching@vie on
your Eee from a USB hard disk, with the wifi ondaat maximum brightness, it might take 15-20 hdors
charge the battery.
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