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Abstract: The thin client computing paradigm shifts 
computation and storage into the network, in order to 
relieve the client device. This approach is well suited 
for mobile battery-powered devices, which are 
resource constrained. Current thin client technologies 
are performing adequately for classical applications 
(such as text processing, spreadsheets etc.) in a stable, 
high bandwidth network environment. However, these 
solutions do not cope well with the characteristics of 
wireless networks and are not optimized for client 
energy efficiency. This paper presents the vision of the 
MobiThin project that will enable the execution of 
applications, also beyond the scope of office 
applications, anywhere, using any device on any 
network.  
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1 INTRODUCTION 
The thin client computing concept basically comes down 
to moving the users’ applications to a distant server and 
running a thin client protocol between user and server. 
The client device only deals with user interaction and the 
protocol forwards user input (e.g. keystrokes) to the 
server and delivers graphical updates back to the client for 
presentation (on screen). 
The advantages of thin client solutions concerning total 
cost of ownership reductions, including simplified 
maintenance, data security and privacy, ubiquitous data 
and service access and more efficient use of resources 
have made them very successful in wired LAN 
environments.  
The concept is promising for usage in wireless 
environments, if certain modifications are developed. It 
can bring a solution for offering demanding applications 
to a resource constrained device with limited battery 
autonomy. The needed solution to accomplish this differs 
from the current available technology in and that the user 
base is large, and geographically wide-spread, which 
mandates an advanced management, and that a wireless, 
low bandwidth network is involved. 
The characteristics of wireless access networks and 
mobile devices cause problems in ensuring Quality of 
Experience (QoE) with current thin client technology in 
wireless wide area networks. The QoE requirement that 
makes thin client computing over wireless networks so 

challenging is the maximum round trip delay: 150 ms for 
office-type applications [1,2], for games the upper bound 
is even lower, 80 ms [3,4,5]. For example, this is the time 
it takes from the moment the user presses a key until the 
graphical output is shown on his screen. 
A thin client protocol operates between the client device 
and the server where the application is executed. However, 
simultaneously serving a large number of mobile users 
requires a number of distributed servers to meet the strict 
interactivity requirements defined before. An intelligent 
management framework is needed that is able to intervene 
at a high level. 
One of these high level interventions is to select a well-
chosen server to decrease effects of delay. When the end-
to-end delay increases due to the mobility of the user, the 
varying network characteristics or the load of the server, 
the management framework orders a user session 
migration. This migration action seamlessly relocates the 
computing environment that serves the user to a better-
suited server at runtime. 
Some important aspects of QoE, such as client device 
battery lifetime and fluent graphical presentation are not 
dependent on end-to-end delay exclusively and thus can 
not be controlled solely through the intelligence of the 
management framework. Enhancements can be made on 
the thin client protocol level: the protocol can adapt to the 
environment it operates in, such as client device battery 
status, available network bandwidth, the graphical 
resolution of the client device or the kind of graphical 
content to be shown on the device’s screen. Classic thin 
client protocols such as Microsoft Remote Desktop 
Protocol (RDP), Virtual Network Computing (VNC), 
Citrix Independent Computing Architecture (ICA) or 
FreeNX [6,7,8,9] do not cope well with dynamic content, 
even over high bandwidth network links [10]. Our 
proposal is to use an adaptive thin client protocol that is 
aware of the amount of motion in the graphical content 
and decides on streaming the image for high motion or a 
classic thin client protocol for low motion content.  
MobiThin [11] is developing an end-to-end solution and 
addresses all important blockers of the wide adoption of 
the wireless thin client computing paradigm. These 
include architecture and technology issues (wireless 
medium optimization, dedicated video codec and user 
pattern research, software/middleware, performance and 
energy saving oriented solutions) as well as economic 
ones (business roles and models). The realization of 



 

MobiThin will enable running applications anywhere, to 
use any device on any network.  
This paper presents the vision of the MobiThin project 
and is structured as follows. In section 2 the overall 
architecture is presented. It shows the infrastructure 
needed to support a large number of mobile thin client 
users. Section 3 discusses the possibilities to support user 
sessions, and presents session migration as a tool for 
lowering network delay by influencing the distance 
between client and server. Section 4 presents how a thin 
client protocol can adapt to the graphical content on the 
client device’s screen to ensure QoE. Conclusions are 
drawn in section 5. 

2 ARCHITECTURE 
The MobiThin solution will work with the current 
available Internet and wireless communication network 
infrastructure. This infrastructure basically consists of 
three main parts: the access network, the aggregation 
network and the core network. The MobiThin project 
assumes the first part of the network path from client 
device to server to be the bottleneck link. Different 
network access methods will be supported as first mile, 
such as LTE, UMTS, or wired line.  

 
Figure 1: MobiThin architecture, supporting different 
network technologies as first mile in the access 
network. Service Management Framework has overall 
control. Application Image Server and Data Storage 
Server are stand-alone components for scalability. 

Besides the network itself, Figure 1 presents the 
infrastructural components that constitute the MobiThin 
system.  
Thin Client Server: the server that executes the user’s 
applications. It receives user input and returns audio-
visual output. 
Application Image Server: a repository for application 
images. When a thin client server does not have a certain 
application installed locally, it gets it from an application 
server. This server does not run the applications but 
contains and distributes them to thin client servers.  
Data Storage Server: a repository for private user data 
(not for data about a user). Since the clients are to be thin, 
data storage is shifted into the network. This data will be 
accessed during thin client sessions, or can be accessed 
independently, without connecting to the thin client 

server. Another reason to store the data in the network is 
to relieve the network (in particular the bottleneck link), 
by reducing the need of transmitting the data to the 
application over and over again.  
Thin Client Device: the mobile device through which 
users consume thin client services. 
Service Management Framework: this framework has the 
overall control in managing network and services. When a 
user logs in, the framework searches an appropriate thin 
client server to connect to. It also manages the sessions 
once they have been initiated. Some functions of the 
service management framework are resource 
management, application management, load balancing, 
resilience, session management and business support such 
as billing and logging. Another aspect that is also covered 
by the service management framework is AAA 
(Authentication, Authorization and Accounting). 
The application server, data storage server and thin client 
server are presented as separate network elements as this 
is likely to improve manageability. However, these 
functions could be merged in a practical setting. Multiple 
instances of these components could also exist for high 
availability and scalability. The latter is very important 
for MobiThin to meet the ambition of comfortably serving 
a large crowd of simultaneous mobile users with 
numerous applications. 
The design of the MobiThin system takes into account 
that, depending on the business model, the thin client 
servers can be shifted into the aggregation network to be 
closer to the users, with further reduction of end-to-end 
delay in mind.  

 
Figure 2: Service Management Framework overview, 
showing the tree main functions. 

Figure 2 goes deeper into the structure of the service 
management framework. Through monitoring and logging, 
information is gathered to support business-related tasks 
such as billing and accounting.  
Another block in the diagram addresses user management. 
This includes tracking the user location, building up 
profiles and storing preferences, and managing sessions 
on a per user basis. This information about the users’ 
habits and profile will be useful for prediction and 
management of the total load of the MobiThin system, 
and will allow reserving resources in advance to increase 
the speed of service. 
The last group of components in the service management 
framework focuses on infrastructure management. It 
gathers knowledge about the infrastructure configuration 
via monitoring. It will contain algorithms and techniques 



 

to ensure resilience and to reconfigure the network for 
optimal use of the available resources. Advance 
reservations will be made to ensure users perceive an 
enjoyable quality of the delivered thin client services. 
These reservations concern resources in the network (e.g. 
bandwidth reservation) and on the server. An important 
part of the infrastructure management is the selection of 
an appropriate thin client server for the user, which is 
mainly dependent on the location of the user, the load of 
the servers and the state of the network between user and 
server. When problems arise during the user session in 
terms of delay or server load, a session can be migrated to 
another thin client server at runtime. This function relies 
on the server selection algorithms to select a new, more 
suitable server. 

3 REMOTE APPLICATION 
EXECUTION 

Traditionally, applications are delivered to remote users 
through Server Based Computing (SBC) technologies 
(Figure 3), such as Windows Terminal Services [6] and 
Citrix XenApp (formerly known as Presentation Server) 
[8]. Recently, interest in Virtual Desktop Infrastructure 
(VDI) has been growing: desktop machines are replaced 
by virtual environments running on servers in a datacenter 
which are accessed through a thin client protocol (Figure 
4). Some examples are VMWare's Virtual Desktop 
Infrastructure [12] and Ericom's PowerTerm WebConnect 
[13].  
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Figure 3: Server Based Computing (SBC) 
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Figure 4: Virtual Desktop Infrastructure (VDI) 

 
Figure 5: OS-Level Virtualization 

As stated in section 2, it is important that a user session 
can be migrated efficiently from one thin client server to 
another. Migrating an SBC session from one server to 
another relies on process migration technologies (e.g. 
Condor [14]), while migrating a VDI session relies on the 
migration tools of the used virtualization technology also 
referred to as live migration (e.g. VMWare’s VMotion). 
The advantage of migrating a complete virtual 
environment compared to a single application (i.e. SBC 
session), is that all problems with process-level migration 
(e.g. open files, network connections, etc.) are avoided 
[15]. For the MobiThin project, virtualization is the most 
obvious choice for the user session architecture, since it is 
important to migrate sessions in an efficient, reliable 
manner. The disadvantage of VDI compared to SBC is the 
overhead of the virtualization in terms of resources at the 
thin client server. However, the overhead depends on the 
virtualization technology used: hypervisor-based or OS-
level virtualization (Figure 4, Figure 5). With hypervisor-
based solutions, each session contains its own Operating 
System (OS). With OS-level virtualization, the OS of the 
host system is shared amongst all sessions while still 
providing complete isolation between different Virtual 
Environments. The overhead of hypervisor-based 
solutions is larger than for OS-level virtualization due to 
the overhead of having a separate OS for each session [16, 
17].  
In [18] it is shown that virtual machines can be migrated 
in a WAN/MAN environment with near second downtime.  

4 PROTOCOL ADAPTIVITY 
Extensive communication is established between thin 
client server and the device. Different types of traffic are 
exchanged: audiovisual information, user events and 
signalling information. These traffic types all have 
different QoS requirements. Furthermore, the MobiThin 
thin client protocol suite must support both static and 
dynamic variations of the environment and the network. 
Static variations are, for example, the user switching to a 
new device with different display characteristics or 
connecting to a different wireless access network. 
Dynamic variations are induced by, for example, the 
inherently time-varying nature of the wireless medium or 
the decreasing energy level of the device battery.   
From these requirements, the need for a flexible, adaptive 
protocol emerges. While static variations are merely 
configuration options that can be set through signalling, 
coping with the dynamic variations of the different traffic 
types is more complex. It requires a close and 
orchestrated interaction between various system 
components, such as the different layers of the protocol 
stack. Strong algorithms are required to monitor, analyze, 
remedy and optimize settings of the protocol stack.  

4.1 MobiThin cross-layer approach 
An overview of the MobiThin cross-layer approach on a 
wirelessly connected thin client device is presented in 
Figure 6. Contrary to existing thin client protocols, the 
MobiThin protocol will be aware of its environment 



 

through monitoring and by taking into account user 
profiles and preferences.  
The optimization of the image transmission mainly relates 
to the real-time dynamic combination of video and 
graphics elements with the goal of optimizing both the 
transmission bandwidth and the decoder complexity.  
Existing thin client protocols such as VNC, RDP and ICA 
are optimized to handle static displays (i.e. low motion 
content) with infrequent display updates, typically for 
office applications [10]. 
However, MobiThin targets running demanding appli-
cations on a thin client, which include the fluent 
presentation of video content or gaming graphics. This 
type of graphics is characterized by fine-grained, complex 
colour patterns and few inter-frame similarities [19]. The 
MobiThin protocol will comprise several image 
transmission methods, such as 2D primitive commands or 
video streaming. These solutions are designed so as to 
comply with the widest used open standard requirements 
and specifications, with a particular focus on MPEG-4. 
Due to the MobiThin novelty, potential extensions of 
these standards should also be taken into account. The 
selection of the appropriate transmission mode will 
depend on the application type, the available network 
resources and the client device characteristics.  

 
Figure 6 - MobiThin cross-layer adaptive approach to 
realize an efficient, wireless thin client protocol. 

The cross-layer adaptation component will continuously 
analyze the available monitoring information on the 
transported traffic, on the network and on the device 
status.  For example, when the client is running out of 
battery power, the cross-layer adaptation component 
could decide to switch to a graphical format that 
consumes less energy for the decoding. Similarly, when 
the wireless link bit error rate increases, the cross-layer 
adaptation component can prioritize the graphical updates.  

4.2 Adaptation to content 
At the current time a hybrid protocol that is adaptive to 
the graphical content has been implemented. High-motion 
graphical content is sent through video streaming, low-
motion content through the VNC protocol. The 
architecture is shown in Figure 7.  

At the thin client server, an Xvnc server was modified. 
The images generated by the application are analyzed. 
When a lot of difference between subsequent frames is 
detected, the images are encoded by an H.264 encoder 
and streamed as video to the client. The latter mode is 
called desktop streaming. Otherwise, the VNC default 
mode is activated.  

 
Figure 7 – Operation of the current implementation of 
the adaptive protocol: switching between classic thin 
client protocol and streaming mode based on the 
analysis of the graphical content. 

Figure 8 shows the bandwidth for a trace comprising text 
editing (1s – 20s), watching a video in a small window 
(20s – 34s) and watching a video in full-screen (34s – 
45s). For low-motion images, such as when using a text 
editor, VNC and desktop streaming use the same amount 
of bandwidth. However, decoding the video stream incurs 
a higher CPU load and energy consumption on the client. 
For high-motion images, desktop streaming is a viable 
approach, since the VNC bandwidth requirements are too 
high and in general insufficient QoE is reached. It can be 
seen that the hybrid approach is clearly the most 
bandwidth efficient when watching a video. 

 
Figure 8 - Bandwidth for a trace comprising text 
editing (1 - 20s), watching a video in a small window 
(20s -  34s) and watching a video in full screen (34s - 
45s). The hybrid approach is clearly the most 
bandwidth efficient when watching a video. 

On lower layers of the protocol stack, the wireless 
medium transmission optimization includes two 
challenges: supporting Quality of Service on the 
inherently error-prone and time-varying wireless 
connection, and energy scalability, as the radio function 
takes a significant fraction of the overall client energy 
consumption. MobiThin will tackle this challenge by 
thoroughly assessing the different kinds of traffic to be 
transported (e.g. regular data, audiovisual data and 
upstream user events) and define appropriate QoS classes.  
By including the capability of performance scaling, i.e. 
adapting the performance to the energy conditions, it 



 

becomes possible to realize significant energy gains in 
comparison with traditional designs. 

Conclusions 
In this paper the MobiThin vision is presented of bringing 
existing, possibly resource consuming applications to any 
mobile user with resource constrained devices and limited 
battery autonomy. Problems and first solutions associated 
with the thin client protocol, mainly due to the wireless, 
low bandwidth nature of the interconnection, and with the 
infrastructure management, caused by the large, 
geographically spread user base were highlighted. 
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